SCADA OBEH TesnemexaHuka-/Iaut
Hcmopus eepculi
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1) Cepsep
e [lobaBneH HOBbIU popmar coxpaHeHua B bl uctopuu — BLOB, HO 6e3 MCMOb30BaHUA XPAaHUMbIX
npoueayp (6ubnnotekn UDF). [aHHbi popmaT coxpaHeHMA MOXKHO MCNo/ab30BaTb Npu paboTe c
cepBepom Firebird 3, B Windows u Linux. Takxe Aana pgaHHoro <¢opmaTta peannsoBaHbl
AONONHUTENbHbIe GYHKLUWU: He coxpaHsaeTca cnucok ID napameTtpos B B[ (coxpaHAeTcs TONbKO
MAEHTUOUKATOP CMNUCKA); BO3MOMKHOCTb HE COXPaHATb MHAMBUAYaNbHblEe BPEMEHHblE METKU
napameTpoB (pekomeHayeTca ucnonb3osaTb Ana b ¢ nepnoanyeckon 3anucoto). Hosbli popmat
No3BOJIAET 3HAYMTE/IbHO YMEHbLLNTL 06beM COXPAaHAEMbIX AAHHbIX.
o [lpyu dopMMpOBaHMM aNnapmoB, eCn y nacrnopTta BbiCTaBieH 6uUT SB (NnogmeHeHHoe 3HauyeHue), K
TEKCTY 3HaYeHus napameTpa Aobasnaetcs okoHYaHue (SB).
2) Busyanmsauma (o6wme byHKUMM)

o [lna obbekta Purypa nobasneH HOBbIM TUM NPUBA3KM YeTbipe ¢uUrypbl — [ONOAHUTENbHAA
HaCTpoOlMKa Ansa 4eTsepToi GUrypbl, oToOpaXKaeMol B C/yvyae, KOrda NpuWBA3Ka K MapameTpy He
HalaeH. B nogobHoON cuTyauuu ana Apyrux TUNOB MPUBA3KM (o4Ha, ABe, Tpu ¢urypbl) éurypa
CKpbiBaeTca. [aHHblli GyHKUMOHaN BocTpeboBaH Ha MHeMOCXemax, GopMUpyeMbIX U3 WABAOHHbIX
CXem, Korga y npomnsBogHON MHEMOCXEMbI HE BCE MPUBA3KKU K MapameTpam noayvyaeTca onpesennTb
aBTOMATMYECKU B pexkmMme paboTbl.

o [lpM HanMuMKM KpaTKocpouHon B nctopumn npm nHTepsane 3anpoca 6oblie 1 Yaca aBTOMATUYECKU
NPOUCXOANT NepeKoYEHME 3aNpoca AaHHbIX Ha A0ArOCpoYHYto b,

3) Bwusyanusauma (ana Linux)

o [lobaBneHa ¢yHKLUMA YCTAHOBKWU MJIAKATOB /1A 3/IEKTPOTEXHMYECKUX OBBEKTOB (MO aHanoruu c
moaynem susyanusauum gna Windows).

e [lna obbekTa 3HayeHMe NapameTpa MNoAAepKaHbl CUrHanusuMpyowme uBeTa Ana ¢oHa u gns
WwpndTa, M peanmsoBaHa noaneprkka yHkuumn PyyHoro Beoaa.

4) ENLOGIC

e PeanusoBaH MexaHW3M apbutpaska KomaHg TY (TeneynpaBfieHus) Yyepes HaCcTPOWMKK npoTokona K
M>3K-104, 4To cUAbHO yNpOLLAeT NPOLECC HACTPOMKN MexaHM3Ma apbuTpaxka.

e PeanunsoBaH y4yeT apbutparka TY npu 3anmMcm aHanorosblx 3HaYEHUN B KOHTPOINEP.

e HeratmBHoe noATBep)KAeHMe npuema KomaHabl Gl (obuwero onpoca), ecam 6bin nepegaH CAA
(obwmin agpec ASDU), 4na KOTOPOro B KOHTPO/IEPE HET HM O4HOTO Tera.

e MexaHusm ayTeHTMdUKaumm — gobasneHbl cobbiTUA O BXOAe/BbIXOAe MO/b30BaTeNA MPU CMeHe
no/sib3oBaTens.

e HacTpoiika anapmoB — aobasneHa BO3MOMKHOCTb BbiBoAUTb LUndp nnm HanmeHosaHune B aepese
napameTposB.

e HacTpolika anapmoB — gobasneHa ¢punbTpaums B gnanore PunbTp gobasnaembix Teros.

o ACKY3 - nopgaep»aH onpoc YCINa MUP MK-01.
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1) Bwusyanusaumsa ana Linux

e PeannsoBaHbl MHOTOOKOHHbDIN 1 MHOFO MOHUTOPHbDIN pPeXnUMbl paboTbl.
e [lopaboTaHbl NOSIHO3KPAHHbI U Pa3BEPHYTLIN PEXMMbI.
e B nONHO3KpaHHOM pexume BBMAY OTCYTCTBMA 3arosoBKa OKHa MpuM  MacwTabupoBaHuM
MHEMOCXEMbI BbIBOAMTCA HEGObLLIOE OKOLIKO C MOACKA3KOM MO TEKYLLEMY 3HAYEHMIO MacLuTaba.
e [1na o6bekTa 3HaueHUe napametpa f06aBNEH AMaNOr S5 USMEHEHMWA YCTABOK.
e [lna pa3bopa BONPOCOB Ha CTOPOHe Moab3oBaTesen f06aBAeHO NOKaNbHOE normposaHue paboTsbl
npunoxeHus s dainn.
2) ENLOGIC
o [lpou3BeaeHa 3aMeHa TECTOBOM KOMaHApl ping -t Ha ping -n, 4Tobbl AaHHas ¢yHKLMA paboTana npu
3anycke yepes Wine.
e [lepegenaH mexaHM3M MMNOPTA KOHTpoanepa u3 dana XLS — B Wine He paboTtana ¢yHKUMA
MMnopTa onucaHma o6bekTa B B/ moayna CnpaBoYHUKM.
e BBeaeHbl XECTKMEe TpeboBaHMA K NAapO/It0 TPETLETO YPOBHA.
3) Npouee
e B cocras auctpubytmea gna Windows pobasneHa HoBas Bepcus REST-cepsepa (aHanorMyHO Tomy,
4TO MCNo/b3yeTcA B Bepcun ana Linux).
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1) Ansa Linux
e B coctaB ycTaHOBOYHOrO KOMMJIEKTa A1 ONEpauMoHHbIX cucTtem Linux BKAOYEHbl Heobxoaumble
MCNosiHAeMble U KOHOUIypauMoHHble ¢anabl A1 BO3MOMKHOCTM MCNO/Mb30BaHMA B MNPOEKTAX
aBTOMaTM3aLMM HOBOFO MOAYAA BU3yanu3aLMKU, NpeacTaBasowero coboii HaTMBHOE NMPUIOKEHUe
ana Linux.
2) Cepsep cbopa AaHHbIX

e Bce noKanbHble NOAKNOYEHUA MOAYNA BU3Yann3aumumn K cepeepy cbopa gaHHbIX (3anyck cepeepa U
BM3YaM3aLUMM HA OAHOM KOMMbOTEPE) TeNepb CYUTAOTCA NLEH3MPOBAHHLIMKU (HE YYUTbIBAOTCA B
noacyeTe AULEH3UIA).

3) Bwusyanusaums

e [lob6aBneH HoOBbIM TMN 0b6bekTa TpaHcdopmaTop — ABTOTpaHchopmartop. PeannsoBaHbl BapuaHThbl
OTpUCOBKKN ABTOTpaHCchopmaTtopa c 1, 2, 3 u 4 06MOTKamMM, B 4X HaNpPaBAEHUAX OPUEHTALMMN.

o [lpu oTobpaxKeHNM MHEMOCXEMbI-AMAN0ra ynpasaeHma gns ob6bekTos rpynnol KommyTauMoHHbIe
annapatbl go6aBfeHa 3anuMcb Ha3BaHUA oOObeKTa ynpaBneHWa B r106asbHY0 MepemeHHYIo
HasBaHme ob6beKra Agpa moayna Bu3yanu3aumm AAA NOCAEAYIOWEro WCMNOAb30BaHWUA Npwu
bOpMMPOBAHMM COOBLLEHMI N3 KHOMOK YNPAaBAeHWA (3aNMUCKU 3HaUYEHWIA).

e O6bekT KHONKa AUCKpEeTHOro ynpas/ieHUa — 3anucb B 6a3y cobbiTUil Tenepb NPOM3BOANTCA BCeraa.
HacTtpoitika 3anucb B B[, cobbituit nepenmeHoBaHa B CO6GCTBEeHHble HAaCTpOiKM 3anucu B B[
cobbiTnin. Tanouka MoaTBepKAEHUA Ternepb BK/AOYEHA A8 HOBbIX OOBLEKTOB WM 3aNOJHEH TEKCT
cobbITMA No ymonvaHuio. PeannsoBaHa noAcTaHOBKa wabnoHa %k B TekcTe noATBepKAEHUA U B
TeKcTe cobbiTUA Ha 3HaYeHMe rnobanbHoOM NnepemeHHoi Ha3BaHue o6beKTa.

e [1na o6bekTa CNncoK cobbiTuin nobasneHa 3aknaaka MapameTpbl B HACTPOMKax 06bEKTa U B NaHeu
dunbTpauum — gna GuAbTpaLmUmM B AepeBe N0Nb30BaTe/IbCKOro NpeAcTaBaeHNAa napameTpos. KHoMKa
®unbTp yaaneHa us BepxHen naHenu.

4) ENLOGIC

e [lob6aBnieH 3KCNopT KoHTponepa B paiin MS Excel.

e lcnpaBneHa MHOronoTo4Hasa pabota KaneHta SNMP.

e [pu peTpaHcaaumm M3IK-104 oT KOHTPO/Iepa He YyUYMTbIBAICA MHOXUTENb Npu obliem onpoce —
ncnpasaeHo.



5) Npouee
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[JobaBneHo pacuBeyMBaHME 3HAYEHUIM OMCKPETHbIX CUTHaNoB (04HO- WU ABYXMO3ULMOHHbLIX) B
Tabanue HTML-anarHocTukM paboTbl KOHTPONEPA.

Anapmbl — B WwWabsoH dopmmpyembix coobLeHni 4obaBneHbl HOBbIE NOACTAaHOBKM:
i. %r— nepeBos CTPOKM (4N1A OTCbINKM 3NEKTPOHHOM noyTbl n CMC)
ii. %d — pata v Bpema (ONA WMCNONb30BaHUA AaTbl-BpeMeHW B TeKcTe $GopmUpyemoro
coobueHus).

1) Cepsep cbopa AaHHbIX

CepBepHble ckpunTbl Lua - nonb3oBaTenbCKMe CKpUnTbl AnA 06paboTKM napameTpoB Ha CTOPOHe
cepBepa cbopa AaHHbIX, pa3pabaTbiBaemMble Ha A3blKe NporpammupoBaHua Lua.

Job6asneHa ¢yHKUMA TY (ynpaBneHua) Ana ob6beKTOB C TUMOM KaHana CBA3U Yepe3 MexaHM3m
Konnektop M3K.

2) Bwusyanusauua

Onsa ob6bektoB KommyTauMoOHHble annapatbl B HAcTpolKM pobaBneHa npuBA3Ka K ABYM
AOMNOJIHUTENbHbIM MapameTpaM A4S  peanusauumM  OUHAMUYecKon OKpacku (HanpsaskeHue w
3asemsieHo).

B okHe Hactpoiiku npoekta (F12) pgobasneHa 3aknagka OwWOGKM ANsA BU3yasNbHOW HACTPOMKM
O0TOb6parkaemoro TeKCTa B C/lyyae olWMBOK 3HauYeHMI NnapaMeTpoB.

Onsa obbekta Tabnauua napameTpoB yaaneHa HacTpolika ansa Tekcta npu OLI43 (HemoctoBepHoe
3HauyeHue). 3HauyeHus Tenepb BbiIBOAATCA 6enbim WpPUGTOM NpUM HEAOCTOBEPHOM 3HAYEHWUU
napameTpa, 1 ronybbim LBETOM MpPU BbiCTaBNeHHOM daare pyvyHoro pexknuma (dnar SB B npoTtokose
M3K-104).

O6beKT 3HaueHMe napameTpa Ternepb BbIBOAUT 3HayeHMe 6enbim WwpudTom nNpu HEeZO0CTOBEPHOM
3HaYeHMM NapameTpa, v roNybbIM LLBETOM NPW BbICTaBAEHHOM dare pyyHoro pexuma.

Ha TpeHaax He oTobpakanucb AaHHble U3 KpaTKocpoyHoh B[ npoctoro ¢popmaTa ¢ Tabamuamm Ha
Kakabl OeHb.

Onsa obbekta KHonka d¢opmupoBaHMa panopTa JobaBneHa HacTpolika 3aKpbiBaTb Bce
BN/blBaloLWMe MHemocxembl. CBOMCTBO MO YMOYAHUIO BKAKOYEHO.

PeannsoBaH mexaHW3M NepPeKIoYeHUs Ha pesepBHyto Bl napameTpos.

3) ENLOGIC

ENLOGIC IDE — B pexxnume oTnagKkn aobasneHa BO3MOXKHOCTb 3aNnCK 3HAYEHUN ABYXNO3ULNOHHbIX
CUTHANOB (B KOHTpOANEpPaX ANsA 3Toro Tpebyercs 06HOBAEHME BEPCUMU UCNOTHUTE/IBHOMN CUCTEMBI).
CeoboaHoe (pydyHoe) dopmupoBaHMe pepeBa TeroB W Tpynn BHYTPM Moayna (CBOMCTBO
AllowCustomConfig B daitnax |0) Tenepb aBTOMaTUYECKN BKAKOYEHO AN BCEX MOAYNEN, Y KOTOPbIX
OHO B ABHOM BuAe He byaeT 3anpeweHo B ¢paiine 10 (3agaHo AllowCustomConfig = false).

B cBoiictBax M3K-104 KoHTponnepa npusHak BbictaBnatb BL npu Hannumm SB pasgenéH Ha aga —
otaenbHo ana TCu ana TU.

HoBasa peanusaums Ana UCNONHUTENbHOM CUCTEMbl QYHKLMN COXPAHEHUA 3HAaYeHUA NapameTposB B
3HeproHe3aBUCMMOIA namaATU (Retain), CUHXPOHM3aLMA Retain-nepemeHHbIx MexKay
pe3epBUPOBAHHBIMW KOHTPOI1IEPaMM.

MNepepgaya OT WCNONHUTENbHOM CUCTEMbI BO BpeMeHHOW meTke M3K-104 npusHaka [V
(HepoOCTOBEPHOCTb BPEMEHM) B C/ly4ae Haanuums B KOHQUIrypauuu KOHTPOJIEpa 334auyu KAMEHTA
SNTP u otcyTtctema ceasn ¢ NTP-cepsepom MAM NOAYYEHUA MPU3HAKA HEeLO0CTOBEPHOCTU BpemeHu
NTP (Leap Indicator = 3 — clock not synchronized).

4) CnpaBOYHUKM

JobaBneHa ¢yHKUMA MHTerpaunm c cuctemoin NextGIS Web — KHoOnKa npsmoro nepexoga Ha
HY¥HbIi 06bEKT Ha KapTe (popmmpoBaHue 1 Bbi3oB URL Hy}KHOro popmara).



e B REST-cepBepe gobaBneHbl 3anpocbl AnA nonydeHus Beb-cTpaHMU, Ha ocHOBe AaHHbIX M3 b/l
CnpaBOYHUKMU, U GYHKUUA CUHXPOHM3aumMK 3anucelt b, CnpaBoyHuKKM u ob6bekTos MNC.

e PaspaboTtaH Moaynb npeobpa3oBaHMA TPEKMHra MNONOXKEHUA OOBLEKTOB Ha KapTe M3 cepsepa
CMUCTEMbI MOHUTOPWHTA aBTOTpaHcnopTa BuanoH B TMC NextGIS Web.
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1)

5)

6)

7)

CepBep cbopa AaHHbLIX — HOBasA peanM3aums B BUAE KOHCONLHOTO MPUIOXKEHMA Tenepb MOJNHOCTbIO
3aMeHuNa cTapyto peanusaumio B Buage GUI-npunoxkeHua. Ona onepauymoHHon cuctembl Windows cbopka
cepBepa npounssoantca komnuaatopom GCC Bepcum 13 gna 32-6UTHOM apxXUTEKTYpPbI, Aas Linux — Bepcuamm
KomnunatTopoB GCC cOOTBETCTBYOLWMMM KarKAoOMYy ANCTpMOyTMBY Linux gnsa 64-6UTHOM apXMTEKTYPBI.

B HoBOM cepBepe cbopa AaHHbIX NPeKpalieHa noaaep KKa y3na ycrapeswero tuna WKLOGIC. Ecaum Takol
y3€en UCMONb3YeTCcA B NPOEKTE, TO NPU Nepexoae Ha HOBYIO BEPCUIO er0 HYXHO npeobpasosaTb B TN None-
target, HacTpouTb nepesayy NapameTpoB MO WM3MEHEHMIO, WU 3arpy3uTb B BUPTYasbHbIi KOHTPOAAEp,
3anyLLeHHbIM Kak oTAEeNbHbIN npouecc (kak NpUNoXKeHNe nnu Cnyxo6a, daiin
Bin\EnLogicSoftPLC\EnLogicSoftPLC.exe). [lanee nepegaya AaHHbIX C 3TOrO BMPTYaNbHOTO KOHTPO//IEpa
byget nponcxoantb B SCADA cTaHAapTHbIM 06pasom no npotokony M3K 60870-5-104.

CepBep SCADA ana Linux n HoBas Bepcusi cepBepa ana Windows no3BosAOT yKasbiBaTb B COCTaBe
CepBEPHOM NNLLEH3NM HEOBXOANMMOE KOIMYECTBO KNIMEHTCKUX KOHKYPEHTHbIX uueH3uin ans APM SCADA. B
CBAI3M C 3TOM AopaboTKoi Tenepb npu npuobpeteHMn nuueHsuii Ha APM He Tpebyetca npuobpeteHue
annapaTtHbIX Kao4yen 3awmtbl ana camux APM. Mpu 3ToMm COXpaHeHa COBMECTMMOCTb C CYLLECTBYHOLUMMU
anueHsmamm gna APM — ecnm y APMa ecTb CBOM MHAMBUAYAbHbIN KoY 3aWmThbl, To cepBep SCADA byaet
0T4aBaTb AaHHble Takomy APMy BHe 3aBUCMMOCTU OT KOMYECTBA AnLeH3ni gna APM Ha sTom cepsepe.
UcnonHntenbHaa cuctema ENLOGIC:

e HoBadA peanusauma BUPTYasibHOrO KOHTPOJIIepa B BUAE KOHCOIbHOMO MPUJIoXKeHUA. Pacnonaraerca B
KaTtanore Bin\EnLogicSoftPLC (8 Windows). Tenepb UCNonb3yeT eAnHYI0 NOAUTUKY ANLEH3UPOBAHUSA
coBmecTHO ¢ cepsepom SCADA B 4acTu KOJ1-Ba KaHaN0B BBO4A-BblBOAA.

e [lobaBneHa ¢yHKLMOHaNbHOCTb KAaneHTa OPC UA.

e [lob6aBneH HoBbIM BUA Tabaumubl peTpaHcaaumm M3K ¢ BO3MOXKHOCTbIO 3aZaHUA UHAMBUAYA/IbHOMO
3HaAYeHUA anepTypbl 405 KAXKA0ro napamerpa.

Busyanusauyma:

e [lo6aBsieH HOBbI BM3YasibHbI 0OBbEKT 3aABUIKKA C yNpaBaeHUeM.

e PasnnyHble [0PabOTKM MexaHM3Ma LWab/oOHHbIX MHEMOCXeM MO BbIABAEHHbIM 3aMeyaHuAM W
npeanoXeHuaAM.

e KHonKa ¢opmupoBaHMA OT4YeTa NepeBeLeHa HA TEXHOJIOFMI0 3anycka MoAyNA OTYETOB 4epes
KOMaHZHYlO CTPOKY (paHee ucnonb3oBanacbk TexHosorna COM) — Tenepb 3Ta QyHKUMA yCMeLWwHo
pabortaert B Linux.

Moacucrema ACKY3:

e [lo6aBneHa BO3MOXHOCTb 3aJaHNA pa3NYHbIX UCNONHUTeNeN 3adaHunit ACKY3 (cbopLimKos), B BuAE
BHELLHMX UCMONHAEeMbIX GainioB, B 3aBUcMMOCTU oT Tuna YCIA uam Tmna cyeTtyumka.

o lNopaeprkaHo YCMNA SM160.

MoacucTema ayTeHTUPUKALUM — NoagepKaHo ncnonb3osaHme LDAP.
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1)

Busyanusauua:

e HoBasa rpynna Bu3syanbHbiXx 006bekTOB KOMMyTauuOHHble annapatbl A/1A CO34aHMA MPOEKTOB
aBTOMaTM3aLMM 3/MEKTPUUYECKUX ceTel. B coctaB BXxogsaT cnegytowme ob6beKTbl: Boikawoyamerns,
PasveduHumens, 3azemasowuli Hoxc, BoikamHaa menexka KPY ¢ ebiKnwoyamenem, BoikamHas
menexka KPY 6e3 gbiknovyamerss. NoaobHble 06beKTbl paHee yxKe 6blivM NpeacTaBieHbl B rpynne
0OBEKTOB D/IEKTPUYECKUE CETU, M COXPAHAIOTCA Tam. HoBble 0O6bEKTbI MMEIOT TOXKE HasHauyeHue,



2022.12.12

NOXOXyt0 GOpMy OTOBpPaXKeHUs Ha MHEMOCXEME, HO OT/IMYAIOTCA HacTPOMKamu M NoBeAeHWemM B
pabouyem pexume. Kawoyesoe OTAMUYME HOBbIX OOBEKTOB — ANA HWUX AManor ynpasiaeHus,
Bbi3blBAEMbIA MNPU  HaXKaTUM Ha OOBEKT, CO343eTCA WHXEHEePOM CaMOCTOATE/NbHO B BUAe
MHEMOCXeMbl (He ABNAETCA BCTPOEHHbIM (GUKCMPOBAHHbBIM OKHOM), B TOM uucie B Buae
NpOn3BOAHON MHEMOCXEMbI, CO3aHHOM Ha OCHOBe WaboHa.

[nAa npousBoAHOW MHEMOCXembl, CO34aHHOM M3 Wab/OHHOM MHEMOCXeMbl, Ternepb WMMeeTcs
BO3MOHOCTb 33aBaTb CO6GCTBEHHbIe HACTPOUKU 419 BCeX OOBEKTOB MHEMOCXEMbI, OT/INYHbIE OT
HacTpoek 06bEKTOB B WABJOHHON MHEMOCXEME (KpOME CBOMCTB pasmepa W MNoJIoXKeHMA obbeKTa).
®YHKUMA AOCTYMHA B KOHTEKCTHOM MEHI0 Ha BK/laake O6beKTbl B JepeBe MpoeKTa Moayns
BM3yanusaunum (Knasmwa F3).

KoppeKTUpOBKM AN KOPPEKTHOM paboTbl MOAYNSA BWU3yasM3auuM Ha 3aZaHHOM MOHWUTOpPE Npu
3anycke B Linux.

BcnaibiBalowpe MHEMOCXEMbl Tenepb MOKa3biBalOTCA B PeXMMeE MOAasbHbIX — 6€3 BO3MOMKHOCTU
[0CTyNa K OCHOBHOM Cxeme MNMoKa BbI3BaHA BCM/bIBAOLLAA CXEMA.

HemHoro nsmeHeHo noseaeHue obbvektoB durypa 1 UHGopmauma o napameTpe — OHU Tenepb
CKPbIBAOTCA B paboyem pexknume, eCAu He HaliZeHa NPuBA3Ka K BbiIbpaHHOMY napameTpy.

Ona obbekta 3HaueHue napameTpa gobaBneHa HacTpohKa ANA NPUHYAUTENbHOro Bblbopa Kak
oTO6paKkaTb 3HaYeHMEe — KaK OMCKPETHOE WM aHasnorosoe (CTano HeobxoOMMO B HACTpOlKe
WabIOHHBIX MHEMOCXEM).

[na obbekTa 3HaueHue napametpa go6aBaeHa BO3MOXKHOCTb BbIBECTU TEKCT B 3aBUCMMOCTM OT
HaNMYMA UAN OTCYTCTBUA Y 3HAUYEHMA MPU3HAKA PYYHOW BBOJ (NOgMEHEHHOe 3HaYeHue, NpusHak SB
B NpoTokone M3K 60870-5-104).

1)

2)

3)

MpounsBeaeH nepesog Bcex moaynenn SCADA-cucTemMbl Ha CTPYKTYPY agpecauum napameTpoB ¢ 2 6antamu

ON1A agpeca KOHTpoanepa. BHMMmaHme: 3To 03HayaeT, YTO NPOEKTbl, CO34aBaemMble B HOBOM BEpPCUN, He GVAYT

NOJIHOCTbIO COBMECTMMBbI C npeaplaywmmmn Bepcuammn SCADA-cuctembl. O6paTHas COBMECTUMOCTb —

MCNO/1b30BaHMe NPOEKTOB OT NPeablAyLLMX BEPCUIA B HOBOW BEPCUM — COXPaHAETCA.

Bce moaynn SCADA-cuctembl, paboTatolwme ¢ 6asamm OaHHbIX, Tenepb KOPPEeKTHO 06pabaTbiBaloT NyTU K

6a3am, 3anncaHHble B dopmaTe nyTen Ana onepaumoHHoOn cuctembl Linux.
Busyanumsauua:

JobaBneHa HoBaa ¢yHKUMOHanbHOCTL LLabnoHHble MHemocxembl. Ha ocHoBe WabA0HHOM
MHEMOCXEMbI CO34,aeTCA NPOU3BOJIbHOE YNC/IO YHACIEA0BAHHbIX MHEMOCXEM, COAEPMKALLMX MNOJHbIN
OM3aiH  WabnoHHOW MHemocxembl. [na  wabnoHHOW MHEeMOCXeMbl HacTpauBaeTcs CBOM
COBCTBEHHbIN  BUPTYasibHbI  CMMCOK MNEPEMEHHbIX, K KOTOPbIM NPMBA3LIBAOTCA OODBEKTHI
BM3yanm3aumm WwWabnoHHOW MHemocxembl. B yHacnegoBaHHbIX MHEMOCXeMax MNPOUCXOAUT
HACTPOMKa accoumaumii BUPTYasbHbIX MEPEMEHHbIX Ha peasibHble napameTpbl npoekta SCADA.
JaHHaa ¢yHKUMA npegHasHayeHa B MepByH oyepenb ANA peannsaumm pasHOo6pasHbIX TUMOBbLIX
BCM/1bIBAIOLUX OKOH YMNPaB/AEHNA KOMMYTALMOHHbIMM annapaTaMmm, CUCTEMAaMM aBTOMATUKMN, OKOH
AVNArHOCTUKKN U T.1.

JobaBneHa HoBaa QyHKUMOHaNbHOCTb MHemocxema HaBuraumu. MHemocxema, BblbpaHHasa B
KayecTBe HaBUTaLUMOHHOM, aBTOMATUYECKM CO34aEeTCA KaK BCTPOEHHAA NaHe b Ha KaXka0M OCHOBHOM
MHemocxeme (He BcnabiBalowmx). JaHHas ¢yHKUMA nNpeaHasHayeHa B MepByl0 o4vepedb AN
peanusaunu rnobanbHbIX MEHI HaBUrauMm W MHAWKaAUMK. BblBOp MHEMOCXembl HaBurauum
OCYLLECTB/IAETCA B OKHE HAaCTPOEK NapaMeTpoB NpoekKTa (ropAadan Knasuwa F12).

HacTpoika Bbibopa CTapToBOM MHEMOCXeMbl NepeHeceHa B OKHO HaCTPOEK MapameTpoB NpoekTa
(ropsyas knasuwa F12), U3 cBOMCTB MHeMocCXem onuma CtapToBas yaaneHa.

Bbi30B BCMN/bIBAIOWMX MHEMOCXEM MNepeBedeH B PEeXMM MOAANIbHOTO OKHa (3a WCKAKYeHMEM
BCMN/IbIBAOLLMX MHEMOCXEM C BK/IIOYEHHOW Onuueit 3anpeTa 3akpbiTUs).



4) Cepsep cbopa AaHHbIX:

BctpoeHHbit HTML/REST APl nepesegeH Ha mncnosb3osaHue 6ubnuortekn CivetWeb, 3asmucnumoctb
oT 6ubamnotekun Indy nonHocTbio ybpaHa.

CaenaHa nocnegosaTenbHasa nocbinka Gl no pasHbim ASDU gna Konnektopa. PaHee nocblnanacb
ofHa KomaHaa Gl no wupokoBewaTensHoMy agpecy 65535 (ceituac Toxke nocblnaercsa).

5) ENLOGIC IDE:

2022.02.10

MN3meHeHbl 3HAaYeHUA MO YMOYAHUIO A5 BCEX BHOBb A00aBaseMbIX TEFOB 414 NOAein aBapUMHbIX U
npesaBapuinHbIX YCTaBOK — Tenepb Npu co34aHMM OHM OCTAOTCA MYCTbIMU.

Mpn 4yTeHMn KoHdpUrypaumum, ecin Bce BepxXHME TPaHuUbl PaBHbl, Aenaem rpaHuubl BAY u BMY
nycTbiMmn. ECn BCe HUMKHME TpaHULLbl pPaBHbI, genaem rpaHuubl HAY mn HIY nyctoimu. CaenaHo ana
aBTOMATMUYECKOIO WCK/IKYEHMA CUTyauuMu, Korga ObliM coxXpaHeHbl BCe [paHuubl C OAHUM
3HAYEHUEM.

PeannsoBaH MexaHU3M [006aBNEHUA OTAENbHbIX OMNUMIA  NULEH3UPOBAHUA  UCMONHUTENbHOM
cuctembl ENLOGIC.

[JobaBneHbl TpM BapmaHTa HacTpolKkn IP-agpecoB mactepoB asa petpaHcaaumm B MIK-104 — oamH
agpec, AnanasoH agpecos, CIUCOK a4 pecos.

JobaBneHa ¢yHKUMSA aBTOMATUYECKOTO MOMCKA OOHOBAEHHbIX BEPCUA UCMOJIHUTEIbHOM CUCTEMBbI
ENLOGIC ansa KOHTpoOANnepoB Ha nopTase paspaboTyunka.

Bce ¢yHKUMM, ucnonb3oBaBlume paHee OLE Excel ans napcuHra m cospaHusa ¢ainnos XLSX,
nepeeeneHbl Ha 6ubanoTeky, paboTtatowyto ¢ dalnamm Hanpamyo, NO3TOMY AAA 3TUX GYHKUNUM
6o/blle He TpebyeTca yCTaHOBAEHHOTO NPUnoXKeHus Excel. B cBA3KM € 3TUM TakXKe yaanéH mexaHusm
co34aHuA io-dpainnos 1 3aTem CpaBHEHMA MX MO gaTe nNpu napcuHre Excel-dainos. Kaxabiii pas npu
nobasneHnn/yaaneHmm kaHanos Excel-daiin napcutca 3aHOBO — Tenepb 3TO NPOUCXOAUT BbICTPO.

B Tabnuue cnucka KoHTpossnepos (KHonka F3) gobaBneHa BO3MOXKHOCTb A5 TPyMMnoBOro 3aAaHusa
obuiero agpeca ASDU.

1) Bwusyanusaums:

Y obbekta TpaHchopmaTop (HanpsaXKeHWUA/ToKa) NoABMAACh BO3MOXHOCTb MCMNO/Ib30BaHMUA TO/IbKO
0AHOM 0OMOTKM.

06bekT MynbTu-usobparkeHue — paclmpeHa noggeprkka rpapuyecknx GopmaToB M306parkeHUi
(PNG n ap.), paHee 06beKT paboTan TonbKo ¢ popmaTom GIF.

2) CepBep cbopa AaHHbIX:

dopmupoBaHME CNUCKA NMOTOKOB BHYTPM CepBepa, BbiBOA, CMMCKA HA cTpaHuuy HTML, BBeaeHue
bYHKUMM CTOPOXKEBOrO TaliMepa AN KOHTPOA 3aBUCAaHMA NOTOKOB.

CKOppeKTMpOoBaHO BpemMsa oTcyeTa TaimayTta T2, 4ytobbl N1OrMKa COOTBETCTBOBaNA MEXKAYHAapPOAHOMY
cTaHZapTy (HOBas IOrMKa He NPOTUBOPEYUT POCCUIMCKOMY CTAaHZAPTY).

JobaBneHa onuua MNocbiKM No npotokony M3K-104 KomaHabl onpoca CYETYUKOB — BMeCTe C
KomaHzol obuero onpoca INTERROGATION <100> Tak)Ke nocblnaTb KomaHay onpoca COUNTER
INTERROGATION <101>.

MapameTpbl C BPEMEHHOW METKOW M3 NPOLWOro Tenepb bepyTcs Bcerga, Kpome MapameTpoB C
METKOM rnybxe Tekywero sBpemeHn Ha 5000000 MmnHyT (okono 9.5 net). MapameTpbl C BpeMeHHOM
MeTKOMN 13 byayliero, ecnm NpuUxoaaT ¢ BpemeHem, 60nblIMM BpemeHM cepBepa Ha 1 yac, To Mx
BPEMEHHAA MeTKa 3aMeHAETCA Ha TeKyLLLee BpemMA cepsepa.

daiinbl nora DAServer.log Tenepb coxpaHATCA BCe, He yaanatotca. MNpu ctapte npeaplaywmin ¢amn
nora nepemmeHoBbiBaeTtca B daiin  Buaa DAServer.log 2022-01-19 16-50-13 (maTa-Bpems
nepeMmeHOBaHUSA).

3) ENLOGIC IDE:



4)

e PaclmpeH BbiNagawoWwmii CNUCOK ANA CTAHUMN, K MMEeHaM CTaHUWIA B 3TOM CnucKe aobaBneHbl ux
naeHTndMKaTopbI.

e Papom c anemeHTOM pefaKkTupoBaHuA IP-agpeca pobasneHa KHOMKa 418 3aNyCKa KOMaHAbI ping no
yKasaHHomy IP-aapecy.

e |13 HacTpoeK CBs3M C KOHTPOJI/IEPOM yaasieHa rpynna HacTtpoeKk RS-232 u GSM-mogema. Hactpolika
nepuoga onpoca 1 NoTepu onpoca NepeHeceHbl B ANanor HacTponkm M3IK-104.

e Paaom C CUCTEMHbIM aZpPeCcOM KOHTpOJ/iepa BbiBegeH obwmnit agpec ASDU B pexkume To/bKO AN
YyTeHUus — aNa H6bICTPOro KOHTPOA AaHHOrO NapameTpa.

e [lobaBneHa ¢yHKUMA NPOBEPKM KOPPEKTHOCTM BBeAeHHbiX IP-agpecoB  KoHTponnepa
(npousBoaMTCA nNpW  NOCTPOEHUW KOHoOUrypaumm). [poBepKa NpPOM3BOAUTCA TONIbKO ANA
KOHTPON/NIEPOB C peXxumom cBA3n OAMHOYHbIA uan PesepBUpOBaHHbIM. Ecan npu noctpoeHuu
KOHUrypaumm obHapyKeHbl OWWBKM, BbiBOAUTCA coobleHne 06 owwnbkax, n KoHdUrypaums
KOHTpO/1/1Iepa He CTPOUTCA.

e [lpu owwnbKax B KOHOMUIypauMuM KOHTpO//Iepa He COXpaHsAeTcA Tenepb He TosbKo bin-daiin
KOHUrypaumm, Ho n xml-daitn gns BepxHero ypoBHA TOXKe.

e B auanor HacTtpoMku ceAsnm no M3IK-104 pobasneHa rasnodka MMocbinaTb KomaHAy onpoca
CYETUMKOB.

e [106aB/NIEHO OKHO C paclIMPEHHOM MHPOPMaLMA MO YAANEHHbIM TEraM NPU CUHXPOHU3ALUMU B OKHe
HACTPOMKM peTPAHCAALMUN.

o [lobasneHa yHKLMS SKCNOPTa KapTbl agpecos KoHTpoaaepa B JSON B popmate ana OwenCloud.

Noacucrema agMMHUCTPUPOBAHUA: €CAM B KadecTBe cepBepa B[ nosb3oBaTenel ykasaHa CTaHUMA U3

NPOEeKTa, TO NoAK/AK4YEHNE NponcxoanT no IP—a,u,pecy ANnAa KNINeHTa, a He ANA cepBepa.

5) CnpaBoYHMKWM: eciM B KayecTBe cepBepa B[] yKasaHa cTaHUMA W3 MpoOeKTa, TO CHayana npobyem

6)

NOAKAOYMUTLCA NO e€ ocHoBHOMY IP, M ecnin He nonyvaeTcA — 1O No pesepsHomy IP.
Noacucrema ACKY3: nogaeprkaHa pyHkuma Maponb B ASCIl ana cuétumkos MepKypun.

2021.10.07

1)

[obaBneHa GyHKUMA KOHTPONA MPOXOMKAEHUA KOMaHA, TeseynpasieHUs Ha OCHOBE HaCTPOMKM MapHOro
M3K-aapeca AMCKpeTHOro napamertpa. [na AUCKPETHbIX CUrHanos aobasneHa HaCTPOMKa ANA KOHTPONA
MPOXOXAEHNA KOMaHAb! 3anucK. NMPU3HaK «HENPOXOXAEHMA» KOMaHAbI yrpasneHns GopMmupyeTca, eciv B
OTBET Ha MOBTOPHYIO KOMaHAy He MPOUCXOAMT MOYYEHUA U3MEHEHUSA COCTOAHMA MO 3a4aHHOMY NapHOMY
M3K-agpecy. [Mpu3HaK «HEMNPOXOXAEHMA» KOMaHAbl AOCTyNeH MNpM 3anpoce COCToAHMA ObbekTa
(koHTponnepa) uyepes REST-3anpoc Buaa http://127.0.0.1:25927/daserver/state/ID y cepsepa c6opa

OaHHbIX.
B coctaB auctpubytuea BKAoYeH Mmoaynb REST-cepBepa RESTapi32.exe, npefHa3HauyeHHbIn Ans
opraHusaunn REST APl K 6a3e gaHHbix uctopumn SCADA. B coctaB anctpmbyTrBa BKAOYEHA BEPCUA MOAYAA,
ncnosib3ytowasa He 3awmweHHoe TCP-coeanHeHune (He TLS), n npefaHasHayeHHas Aaa paboTbl B 3aKPbITOM
JIOKanbHOW ceTeBOM MHPPACTPYKTYpE.

2021.09.09

1)

2)

ENLOGIC IDE:
e Peann3oBaHbl MexaHW3Mbl A1 HACTPOMKM NPOM3BOSIbHON KapTbl MIOK-agpecoB npu peTpaHCcAALUK
AaHHbIX OT KOHTpoanepa ¢ MC ENLOGIC no npotokonam M3K 60870-5-101/104.
o [lo6aBneH MexaHW3M 3arpy3ku B KOHTPOJIJIEP NPOM3BObHbIX Tabnuw B dopmate CSV ans pelueHus
Pa3/INYHbIX 33434 BHYTPU KOHTPOJIIEPA HA OCHOBE Tab/IMYHbIX AAHHbIX.
Cepsep cbopa AaHHbIX:

e [lo/IHOCTbIO NepeaenaH MexaHU3M B3aMOLENCTBUA MeXAY OCHOBHbIM U pe3epBHbIM CEPBEPOM NpPW
pe3epBMPOBaHMM CEPBEPOB. Temnepb Pe3epBHbIM CepBep NEepUOAMYEcKM MNOCbIIAeT 3anpocbl K
OCHOBHOMY cepBepy no npotokony UDP, peanusauma cgenaHa Hanpamylo Ha 6ase coketos. lpwu


http://127.0.0.1:25927/daserver/state/ID

AOCTUXKEHUM MAKCMMaNbHOTO KOAMYeCcTBa OWMOOK pesepBHbI cepBep MPUHUMAET pelleHne 4To
OCHOBHOW He Ha CBA3M, U 3anycKaeT B paboTy npoueccol cbopa AaHHbIX.

JobaBneHa HacTpoika (B ENLOGIC IDE) n peanusoBaH anropuTm BO3BPALLEHUS K OCHOBHOMY
KoHTponnepy (IP-agpecy) npu HacTpoWKax pe3epBUPOBaAHMA KOHTpoOA/Iepa (MNM KaHana cBA3M —
OCHOBHOIO W pesepBHoro IP-agpeca). [na Bo3BpalileHMA Ha OCHoBHOM IP-agpec npowucxoaut
nepuoamyeckasa npoBepKa AOCTYNHOCTM COEAUHEHMA C KOHTPOJIJIEPOM MO STOMY aapecy.

3) Noacuctema ACKY2:

2021.06.07

PeanvsoBaHa BO3MOXHOCTb Npamoro (6e3 YCI/) onpoca cyeTtynkos no npotokony CNOA3C.

Mpwn Nony4yeHMn AaHHbIX OT cH4éTynkoB no MQTT (npoTokon MepKypuit LPWAN) nacnopTa cYETYMKOB
Tenepb coxpaHsatoTca B daknbl. Ecan ecTb cyuwlectsyrowmin gann, To NacnopT CYMTLIBAETCA U3 HEro,
YTO YCKOpAeT npoueaypy MpuMemMa L[aHHbIX OT CYETYMKOB WM KM3baBnseTr OT HeobxoammocTu
NOBTOPHOTrO 3anpoca nacnopTa cyeTynKka. Ecnm nacnopTa AnA cyeTyMKa HET, TO OTMPaBAAETCA 3anpocC
Ha noJjly4yeHune nacnopra.

1) MoAcKcTema CUrHaAn3aUnm:

B moayne HacTpolikm anapmoB pobasneHa oyHKUMA YNpaBAATb CUCTEMHbIM MapameTpom C
BbIBOPOM CUCTEMHOrO MapamMeTpa KOHTposiepa (MOKa B HEM TOMIbKO OAMH 3neMeHT - "Hanunuue
Hanps)keHus"). @DyHKUMA npegHasHayeHa A1 BO3MOXKHOCTM BO3AEWCTBMA Ha COCTOAHUE
BHYTPEHHUX (CUCTEMHbIX) NepemeHHble cepBepa cbopa AaHHbIX C WMCMNO/b30BAaHUEM MEXAaHW3MA
curHanmnsaumm. CocToAHUE CUCTEMHBIX NEPEMEHHbIX NCMO/Ib3yeTCA NPU 3anpoce COCTOAHMA 0ObeKTa
yepes REST-api.

B cepBepe cbopa AaHHbIX gobaBneH cayxebHbii Ter "Hannume Hanpsaxkenua".

3HayeHue cucTeMHoro napametpa "Hanunuune HanpsxkeHua" Bblgaétca B coctaBe JSON npu 3anpoce
COCTOAIHUA KOHTpOAEPa.

2) ENLOGICIDE:

Mpu 3arpyske MoAHON KoOHbUrypaumm B KOHTponnep Tenepb 6€3yCNOBHO AOMNOAHUTENBHO
ocywecTBnseTca 3arpyska xml-¢aiina pesynbtata  NOCTPOEHUA  KOHPUrypauuu, KOTOPbIW
MCNONb3yeTcA Kak UcxoaHbin ¢an GopmmMpoBaHMA aepeBa NapamMeTpoB KoHTponnepa. Pain byaet
nucnono3oBatbca B bOyaywmx Bepcua MC ENLOGIC pgns  dopmumposanus WEB-uHTepdeiica
KOHTPOA/IEPOB.

Pa3ninyHble 0pabOTKM MO yAyYweHUO GYHKLMOHANIBHOCTM OKOH HACTPOMKKN moaenu cepsepa M3IK
61850-8-1 n knneHTa.

3) 3aBeplieHa paboTa no noaaepxKe SQL-cepsepa Firebird 3 — nogaep*kaHa BO3MOXKHOCTb MPOCMOTPA AAHHbIX

Ha TpeHadax B moayne snusyann3ayunun.

4) KymynatmsHoe obHOBAEHME NO pe3yabTaTaM UCNPaBAEHMI U 3aMeYaHu .

2021.04.28

1) CepBep cbopa AaHHbIX:

BBeseH HOBbIM MexaHM3M MOAYyYeHUA AaHHbIX No npoTokony M3K 60870-5-104 OT MCTOYHMKOB,
nepegaroLLmx NOTOK TeIeMeTPUM C MHOXKeCTBeHHbIMK agpecamn ASDU B ogHOM KOHHeKTe MIK-104
(0bblMHO Mcnonb3yeTca NpM nepegaye AaHHbIX B OAHOM COEAMHEHMM OT pasHbiX OOLEKTOB
aBTomaTmsaummn). B cpege HacTpoirku ENLOGIC IDE anAa noAkAlYeHMA TaKMX WUCTOYHMKOB
TenemeTpun BeeAeH HoBbIN TN y3na Konnektop MIK-104. 3agayva KonnekTopa — yCTaHOBUTb OA4HO
coegmHeHne M3K-104 ¢ UCTOYHUKOM TenemMeTpun, NPUHMMATb BECb NPUXOLALMIA NOTOK AaHHbIX, U
pacKnafbiBaTb nNpuxogaslimMe paHHble B gpyrue (npuemuble) y3nbl ENLOGIC. [Ona HacTpoiiku
NPMEMHOrO y3/1a BBEAEH HOBbIM PeXMM CBA3M — CBA3b Uepe3 Konnekrtop, B 3TOMy c/ly4yae NpUemMHbIi
y3en ENLOGIC He nmeeT HenocpeacTBEHHO HACTPOEK CBA3W C yAaNeHHbIM 06bEKTOM, U paKTUYECKH
ABNIAETCA KOHTEMHEepPOM AN XPaHEHMA NPUHUMAEMbIX AaHHbIX U NpeacTaBieHns obbeKTa B gepese



2)

3)

4)

napameTpos SCADA-cuctemol Kak otaensHoro y3na ENLOGIC. na pacnpegeneHma npuHMMaemoro
NoTOKa TenemeTpumn B cootseTtctaytowme y3nbl ENLOGIC npeaycmaTpumBatoTca 4Ba MeXaHU3MA:

i. ABTOMATM4YeCKoe pacnpegeneHune AaHHbIX Ha OCHOBAHWW COOTBETCTBMA BXOAALLMX afpeCcoB
ASDU n cuctemHbix agpecos y3nos ENLOGIC — gaHHble ¢ BxogAawmm agpecom ASDU=12345
nonaayt B y3en ENLOGIC c cuctemHbim agpecom 12345,

ii. Bpy4yHyto HacTpamBaemas Tabsauua COOTBETCTBMA MeEXKAY BXoAAwMMM agpecamn ASDU u
KOHeyHbIMM y3namu ENLOGIC (Ha ocHOBaHUM CUCTEMHOIO HOMeEpa).

B mMexaHM3M peTpaHCcAAauMM AaHHbIX OT cepBepa no npotokony M3IK-104 pgobasneHa ¢yHKUMA
"PeTpaHcanpoBaTbh noTtepto cBasu'. COOTBETCTBYIOWANA HACTPoMKa AobaBneHa B OKHE HACTPOMKMU
peTpaHcaaumMm aaHHbix 8 mogyne ENLOGIC IDE. Mpu BkAOYEHMM 3TOIN HacTponkm cepsep SCADA npwu
nponagaHun cBA3M C yAaNeHHbIM 0ObEKTOM MapameTpbl 3TOro obbekTa OyaeT BblgaBaTb B MOTOK
peTpaHCAALMM C NPU3HAKOM HeAOCTOBEPHOCTU. be3 BKAIOYEHWUS 3TOM HAaCTPOMKM NPU aHANOrMYHOM
CMTyaumMn cepsep nepecTaeT BblAaBaTb B NOTOK PETPAHCAALMU TeNeMEeTPUIO No AaHHOMY 06beKTy
(kpome cnyxebHbix Teros CBA3b K Ap.).

Job6asnenus B HTTP-uHTepdelic cepsepa:

i. HTML-3anpoc ans BbiBoga Tabnuubl napamertpoB (M3K-agpeca, HasBaHWA, 3Ha4YeHUs,
BpeMeHHble MeTKM) ANS 3aaHHOT0 KOHTpoAepa B dopmaTe BM3yaabHOM cTpaHuLbl HTML —
3anpoc Bupa http://127.0.0.1:25927/daserver/obj/ID/table. [Onsa sbizoBa Tabauy,
napameTpoB Mo cAe/aHbl aBTOMaTUYECKME CCbINKM B 0OLWeN TabanLe CNMCKa KOHTPOINEPOB.

ii. REST-3anpoc Ana BbiBOJa COCTOAHUA KOHTpoanepa (Hanuuume cBsA3u, Bpems nocaegHero
noJsiy4yeHusn OAHHbIX n ap.) B dopmate JSON - 3anpoc BMAa
http://127.0.0.1:25927/daserver/state/ID.

iii. REST-3anpoc Aans BbiBOAa CMUCKA NapameTpoB A/1a 3aAaHHOro KoHtponnepa (M3K-agpec,

HasBaHWe napameTpa, HassaHue rpynnbl) B ¢dopmate JSON — 3anpoc BuAa
http://127.0.0.1:25927/daserver/obj/ID/params.
iv. REST-3anpoc Ana BbiBOAA CNMUCKA 3HAauYeHUWU ANA 3afaHHOro KoHTposnnepa (M3K-agpec,

3HayeHwue, KayecTso, BpeMeHHas MeTKa) B8 dopmate JSON
http://127.0.0.1:25927/daserver/obj/ID/values.

ENLOGIC IDE:

B OKHe HacTpolku peTpaHcaaumMm npu fobaBneHnn oO6BEKTA B PETPAHCAALMIO NOABUAACH
BO3MOXHOCTb Cpa3y 3a4aTb cobcTBeHHbIM agpec ASDU gna pobasnsemown rpynnbl U BOSMOMKHOCTb
ucnonb3oBaHmMa M>3IK-agpecos wuctouyHmka (y3na ENLOGIC) B KayectBe MD3IK-agpecoB pans
peTpaHcnauumn. TakxKe B 3TOM Auanore WU B Auanore CBOWCTB Fpynnbl peTpaHCAsUMM Tenepb
NPOM3BOAMTCA KOHTPOJIb YHUKAIbHOCTM 3a4aBaeMoro cobcTseHHoro agpeca ASDU ana rpynnbi.

B HacTpoWMKax CBA3W C KOHTPOANEPOM YaanéH pexum "OybnmpoBaHHbIA", [ob6aBneHbl pPexnmbl
Konnektop M3K-104 (onucaHue npusegeHo Bbiwe) U1 MQTT ENTT (peanusaums pexkuma MQTT
byAeT [OCTyNHa B CieayloLLelt Bepcum).

JobaBneHa HacTpolika 3ab/0KMpPOBaTb OMPOC KOHTPOAAEpPA, KOHTPO/Iepbl € 3ab/0KMPOBAHHbIM
OMNpPOCOM BbIAENAOTCA CEPLIM LLBETOM.

PeannsoBaHa nopaepKa SQL-cepsepa Firebird 3. WUcnonbsoBaHue 6ubnmotekun rtp_udf.dll cBegeHo K

MUHMMYMY — OHA HY)KHa TO/IbKO MPWU Ucnoab3oBaHuM b nctopum ¢ nonamu tuna BLOB, gaHHaA pyHKLMA
AOCTyMHa To/IbKo Npu pabote ¢ SQL-cepsepom Firebird 2.5. Mpu ncnonbsosaHum SQL-cepsepa Firebird 3 Tmn

B c nonamu BLOB He nogaep:kuBaercsa, HET HEOBXOAMMOCTM MCMO/b30BaTb bubanotery rtp_udf.dll gna

pacwmpeHuna ¢yHkumini SQL-cepsepa Firebird. MNMoaanepxkKa Firebird 3 peannsoBaHa NOKa TOIbKO B 4acTu

COXpPaHEeHUA [AaHHbIX, BO3MOMHOCTb MPOCMOTPAa AAHHbIX Ha TpeHAax B MOAyAe BM3yanusauuu 6yaet
[OCTYyMHa B C/ieAytoLLei Bepcuu.

MoaudunumpoBaHbl HaCTPOMKK Bl MUCTOpMM B pamkax NposeaeHHOM paboTbl MO NoadepikKke cepsepa U

pedaKTopuHra MNpPOrpaMMHOr0 Kofa W MWCK/AIOYEHUA YCTapeBLMX HenoaaeprkmBaembix ¢dopmaTtos B,

NUCTopumn.


http://127.0.0.1:25927/daserver/obj/ID/table
http://127.0.0.1:25927/daserver/state/ID
http://127.0.0.1:25927/daserver/obj/ID/params
http://127.0.0.1:25927/daserver/obj/ID/values

5) MobunbHbii APM cuctembl ACKYD — nobaBneHa Bkaaaka Uctopua ans BbIMUMTKKU NOObIX apXMBHbBIX AaHHbIX

Mo TOYKaM ydeTa, AN BO3MOXKHOCTM 3anpoca m3 YCIM/J aaHHbIX ntoboit nepnoanyHoctm (He Tonbko 30-Tn
MUWHYTHbIE).

2021.01.25

1) Cepsep cbopa AaHHbIX — UI3MEHEHUA B MeXaHU3Me PeTPaHCAALMM AaHHbIX oT cepsepa LIMMNC no npotokony

M3K-104. Tenepb B MOTOK PETPAHCAALUM YXOAAT TO/IbKO pPeasibHO MNoJiydaemble C yAasieHHbIX OOBbEKTOB
AaHHble. OTO 03HayvaeT To, YTo:

o [pn ctapte cepsepa UMMNC Bce AaHHble BHYTPU cepBepa NEepPBOHAYANbHO ABAAKOTCA He
WHULMANU3UPOBAHHLIMKW, A0 TeX MOKa He OyayT YCTAHOB/EHbl COEAMHEHMA C yAaneHHbIMU
ob6bekTamu. MNoka coeguHeHUA ¢ 06BEKTOM HET — AaHHble MO NapameTpam 3Toro obbveKkTa He byayT
Bbl4ABaTbCA B PETPAHCAALMIO, AaXKe NO KOMaHAe obuiero onpoca (byayT TONbKO cayKebHble Teru).

o [lpu nponagaHun ypaneHHoOro obbekTa CO CBA3W MapameTpbl Mo 3TOMy 06beKTy BHYTPM cepBepa
UMNMNC crtaHOBATCA HE MHWUUWANIM3MPOBAHHbLIMK, U MEPEecTalT MOCTYNaTb B MOTOK PETpaHCAALUM.
BHeLWHM NpUeMHUK AaHHbIX NepecTaHeT NoayYaTb 3HAaYEHMA NO NapameTpamM Takoro o6beKTa aaxe
no KomaHzae obuero onpoca.

2) Cepsep cbopa AaHHbIX — BBEAEHA BO3MOXHOCTb NAapaMeTpbl, Nojy4aemble OT YAaNEHHbIX KOHTPONEPOB,

BHYTpU cepsepa UMNMC nepeBoanTsb B py4HOU pexum:
o [lepeBecTy NapameTp B PyYHOM PeXuUM MOXKHO M Korga AaHHble NpUXoanaT OT yaaseHHOro o6bekKTa,
W KOTZa AaHHbIX HET (HeT cBA3KN C 06beKToMm).
o  ODyHKUMIO NepeBoLa NapameTpa B PYYHON PEKMM MOXKHO MCMOIb30BaTb A8 Lesen TeCTMpoBaHuA
peTpaHcaAUMN AaHHbIX OoT cepBepa LUMMNC, ana BpemeHHOM 3ameHbl NOCTYNAOWMNX HeA0CTOBEPHbIX
3HaAYeHUN 1 ap.

CocTosiHWE PYYHOTrO PeXKMMa He COXPaHAETCA, eCN NPOUCXOAMUT Nepesanyck cepsepa LMMC.

B petpaHcnaumio no npotokosny M3IK-104 ot cepsepa LIMNMC napameTpbl, nepesBegeHHblIe B Py4HOM

peXKMM, BblAAIOTCA C YCTaHOBAEHHbIM 6UTOM SB — substitute, 3ameHeHHOe 3HaveHuMe.

e [1nA yCTaHOBKM W CHATMA PYYHOrO pPeXMMa napameTpa Heobxoanmmo mcnonb3oBaTb 06bekT [epeBo
napameTpoB — nMb60 cam OOBEKT Ha MHemocxeme, MO0 HOBOE aBTOMaTMYECKOE BCM/blBatOLEe
OKHO y obbeKTa Tabanua moHUTopuHra (NyHKT Ne4 gaHHbIX HoBOCTei). A ynpaBaeHna pyyHbiM
PEXKMMOM UCMOJIb3YETCA KOHTEKCTHOE MEHIO Y BbiIBpaHHOTo NapameTpa (NpaBas KHoMKa Mbiliu). Ans
napameTpoB, NepeBeAeHHbIX B PyYHOM PEXMM, B fiepeBe 0TObparkaeTca AONOJAHUTENbHbIA CUMBOJ B
BUAE PYKMU.

3) Busyanusaums — gns obbekTa durypa npomsseneHa 3aMeHa OTPUCOBKM OCHOBHbIX UCMO/b3yeMbIX TUMOB
¢duryp Ha TexHonoruto GDI+. Bnarofapa sToMy 06bEKTbI PUCYIOTCA CrIAXKEHHBIMUW IMHUAMM.

4) Busyanusauusa — ana obbekta Tabauua MOHUTOPUHra o06aBseHa BO3MOMKHOCTb BbiBOZa BCMJ/IbIBAIOLLETO
DepeBa napameTpoB B OTAE/IbHOM OKHE A1 BblAE/NEHHOW CTPOKM Tabauubl MOHUTOPUHra. OTobparkaeTtca
dparmeHT gepeBo NapamMeTpoB, Ha KOTOPbIA Mpou3BeAeHa MPUBA3KA 3TOW CTPOKW, Hanpumep — AepeBo
napameTpoB AAHHOIO KOHTpOepa.

5) Busyanusaumsa — anAa obbekta Tabnuvua MOHUTOPMHrA ANA CTONOLOB, WUCTOYHUMKOM AaHHbIX KOTOPbIX
ABNAETCA MNapameTp WM €ero BpemMeHHasa MeTKa, NOoABWMIacCb BO3MOXHOCTb 3afaBaTb MNPUBA3KY K
oTobparkaemomMy B 3TOM CTONDOLE MapameTpy He TONIbKO MO CTPOKe C Ha3BaHMEM MapameTpa, HO U MO ero
naeHtuoumkatopy B ENLOGIC IDE (npuemHomy M3IK-agpecy). ®opmat 3apaHuna: #id, npumep: #123 —
BbIBOAWUTL B cTONbOULE napameTp ¢ agpecom 123. OCHOBHOe HasHayeHWe [aHHOW GYHKUMM — BbIBOA, B
Tabnvuy MOHUTOPUHIA 3HAYEHWIN MO KOHTPO//IepaM C TUNOBOM KoHdUrypaumeit Kaptbl MIK-napameTtpos,
HO NPW 3TOM CTPOKM C MNOJIHbIM Ha3BaHWEM MapameTpa BHYTPU KaXKA0ro KOHTPO//iIepa MOryT pa3anyaTbes.

6) ENLOGIC IDE — B Tyn6ap AepeBa KOHTPOA/1epoB A06aBNeHbl MKOHKUM A8 NepeMeLLeHns 3/1eMeHTOB AepeBsa
(KoHTpOANNEpbl, NPOTOKO/IbI, MOAYNWM) BBEPX M BHM3 (paHee 3TW AENCTBMA ObIAM AOCTYMHbI TOALKO MO
ropsuMm Knasuwam). TMyHKT meHio Hactpoilka MIK Ha cepBepe nepesmeHoBaHa B HacTpoika
peTpaHchauun.



7)

ENLOGIC IDE — gns KaHanos, chopmmpoBaHHbIX M3 Tabauy B Excel, Bxoabl-BbIxoAbl TeNnepb CO34at0TCA C
3aaHHbiM  Monb3oBaTeNIbCKUM HaMMEHOBaHMEeM BMeCTO npocto HaumeHoBaHMA, T.K. NPOCTO
HanmeHoBaHMA He coXpaHATCA B cOCTaBe KOHPUrypauumn KoHTpoanepa (Hacneaytortcs us 10-daiinos).

2020.12.11

1)

2)
3)

Busyanusauma — pobasneHa HoBas rpynna obbektoB Tpyb6bl M emMKoCcTM AN yaobHOro cosgaHus
MHEMOCXEM B MPOEKTax aBTOMaTM3aLuUU CUCTEM BOAOCHABKeHUA, ra3ocHabKeHuaA 1 ap.

ENLOGIC IDE — B Tabnimuy KoHTpoanepos (F3) gobasneH ctonbeu Mopt gaa MIK-104.

ENLOGIC IDE — yoaneHa BO3MOXHOCTb 3a4aBaTb MUAIMCEKYHAbI U CEKYHAbl ONA Nepnoamyeckoro onpoca
KOHTpoAnepa (MMHMMaNbHO BO3MOXHOe 3HayeHMe 1 muHyTa). B Tabauue KoHTpoanepos (F3) nepuog
Tenepb oTobpaXkaeTcs B MUHYTaX.

2020.12.03

1)

2)

ENLOGIC IDE — pa3nuyHbie 4opaboTKn aneMeHTOB BU3yasibHOro MHTepdelica No/ib3oBaTessa No 3amevyaHnsam
B pe3y/ibTaTe aKCn/ayaTaunm.

ENLOGIC — gns 3agaumn KM M3K pobasneH moaynb Tabauua perpaHcnayun. Moaynb npeaHasHayeH anas
dopmMunpoBaHUA BbIXOAHOM KapTbl M3IK-agpecoB KoHTpoanepa € ucnonHutenbHou cuctemon ENLOGIC,
He3aBUCMMOW OT BHYTPEHHeN agpecaumm nepemeHHbix B ENLOGIC. Ucnonb3oBaHum Tabanubl peTpaHcaayumm
nossonseTr chopMnpoBaTb oTAe/ibHble KapTbl MIK-agpecos ans nepegayv AaHHbIX No npotokony M3K
60870-5-104 nHAMBUAYaANbHO AR KaXKA0ro HanpaBieHua (pasHbiM KamMeHTam). Ha yposHe ENLOGIC IDE gns
dbopmupoBaHma Tabaunubl peTpaHcasumm ucnonb3yetca ¢ann Excel. Jna noapeprkm B KOHTpoanepe c
ucnosiHuTenbHon cuctemoit ENLOGIC Heobxoammo OOHOBUTb MCMOJTHUTEIbHYIO CUCTEMY, BKJIIOYAIOLWLYIO B
cebna peanunsaumto anroputma Tabamubl peTpaHCAaLMM.

B CepBepe cbopa AaHHbIX CKOPPEKTUPOBAHbI NpaBuaa 06paboTKM AaHHbLIX, MPUHMMAEMbIX MO NPOTOKOAY
M>3K 60870-5-104:

e Ecnu B ENLOGIC IDE TMn KoHTpoanepa 3agaH Kak KM M3K 60870-5-104, To npu npueme AaHHbIX OT
3TOro 06beKTa NPUHUMAIOTCA TONIbKO NakeTbl ¢ agpecom ASDU, paBHbIM 3a4aHHbIM B KOHOUIypauum
atoro y3na B ENLOGIC IDE (ocTanibHble MaKeTbl UFHOPUPYIOTCS). TaKKe afapec MoXKeT 6biTb 3ajaH
paBHbIM 65535 — Torga cepsep 6yaeT NPUHUMATL OT KOHTPOJIIepa NaKkeTbl ¢ tobbim agpecom ASDU,
He NpoBepAs ero Ha paBeHCTBO aapecy B KoHourypauum ENLOGIC IDE.

e Ecnm B ENLOGIC IDE T1Mn KoHTponnepa 3agaH Kak atoboi apyroit Tun, Kpome KM M3IK 60870-5-104,
TO cepBep He nposepsieT agpec ASDU B MpMHMMAeMblX MaKeTax AaHHbIX, U GepeT AaHHble OT
nakeToB c tobbim agpecom ASDU.

2020.11.11

1)

bonblue 255 KOHTPOANEPOB B PaMKax OAHOW CTaHLMM — OCHOBHan AopaboTka A4na AaHHOW Bepcuun. Tenepb
BO3MOXHO B rpaHuLax oaHoi ctaHumm SCADA co3pnaBaTb 6onee 255 y3nos ENLOGIC. AnAa peweHus aaHHOM
33434 B cucTeme 6blia NpomsBeAeHa TOTaNbHAsA MOAEPHU3ALMA BHYTPEHHEN apXMUTEKTYPbl, CBA3AHHaA C
yBE/IMYEHMEM PA3MEPHOCTU BHYTPEHHEro nona gna naeHtndukatopa ysna ENLOGIC po asyx 6ainTt. 3T0
Nno3BO/IAET B NepCcrneKkTMBe co3aaBaTb B OAHOM cTaHuuu Ao 65535 y3nos ENLOGIC (B HacTosiuee Bpems
BBEAEHO MPUHYyAUTeNIbHOe orpaHuyeHne Ha 10000 y3nos). [lopaboTKa 3aTpoHyna Bce moayan SCADA, n
nepes BbiMYCKOM PeIM3HON BepCcUMM MNPOM3BOAMNOCL TECTUPOBAHWE B PeasibHbIX YCNOBUAX B TEYEHWUU
HECKONIbKUX MecALEeB.

PacwupeHne nona gna wpeHtudukatopa ysna ENLOGIC po asyx 6aiiT npuBeno K HeobxogumocTtu
MOEPHM3AUMN NPOTOKoMa obmeHa mexay Cepsepom cbopa AaHHbix SCADA M KAWEHTCKMM MoAy/iem
BM3yanu3aunn. Bemay satoro B HOBOM BepcuMM He obecneunBaeTcsi COBMECTMMOCTb Ha YPOBHE NPOTOKoNa
obmeHa mexay cepsepom SCADA u knneHtom SCADA c npegplayliei Bepcuein — KAMeHTbl npeablayLei
BEPCMM HE CMOTYT MOJIy4aTb JaHHble OT cepBepa HOBOWM BEPCUM, KIMEHTbI HOBOM BEPCUMM HE CMOTFYT NOJIy4aTb
[AaHHble OT cepBepa npeablayLLei Bepcum.



3) [Ona pabotbl ¢ 6Gonbwmm KoamyectBom y3noB ENLOGIC pobaBneHa BO3MOMHOCTb MPOW3BOJIBHOMO

4)

6)

7)
8)
9)

rpynnupoBaHUA KOHTPOAIEPOB B APEBOBUAHYIO CTPYKTYPY. BO3MOKHO co3aaHMe aepeBa € NPOU3BOJ/bHbIM
ypoBHem rpynn. [peBoBUAHAA CTPYKTypa, CO34aHHAA NpM HacTpolke B mopyne KoHTposanepsbl, panee
ncnonbsyetca Bo Bcex moaynax SCADA.

ENLOGIC IDE — mogudukauma pexknma FobanbHbih onpoc. ITOT pPexnUM UCNob3yeTcsa Aas TeCTUPOoBaHUA
onpoca KoHTposiepa no npotokony M3K-104. PaHee 3Ta ¢yHKUMA MCNOAb30BaNa ycTapeBLlyto 6ubanoteky
DLL, B npouecce moaepHusaumm bblna npousBeseHa 3ameHa GyHKUMM Ha 3amnycKk BHELWHeW Nporpammbl
EnLogicTest — npuno)KeHne 3anycKaeTcA C MapameTpamMm KOMAHOHOM CTPOKM, cofep:Kawein nytb K xml-
daiiny KoOHPUrypaumm KoOHTPOAAepa, CYMTbIBAET CMMCOK MapameTpoB M3 3Toro ¢daiiia M cpasy 3anyckaer
onpoc. [MpunoxeHne EnlLogicTest npeacTtasnaer cobo MOLEPHUINMPOBAHHYID BEPCUIO TECTOBOrO
npunoxkeHus IEC60870Master (MIK-TecTep), BXO4MT B COCTaB AUCTPUOYTUBA, U MOXKET TaKKe UCMOo/1b30BaTh
CaMOCTOATENbHO 414 TeCTUPOBAHMA onpoca No npotokoay M3K-104.

ENLOGIC IDE — B okHe Hactpoiika MOK Ha cepBepe npu aBTOMAaTUYECKOM HasHauyeHun MIK-agpecos
napameTpoB Tenepb MNOABMAACb BO3MOMHOCTb OTAE/1bHO 334aBaTb HadvanbHble M3K-agpeca ana
napameTpos c pasgeneHnem no tunam —TC, TN, TY.

ENLOGIC IDE — gobaBneH nyHKT rnaBHoro meHto ®ain->MposepKa->IP-agpeca KOHTPONNEPOB BCEX CTaHLMIA
A7 NoUCKa coBnagarowmx IP-aapecoB Mo BCEM KOHTPOI1EPaM BCEX CTAHLMN.

Ownanor Bbibopa napameTpa — fobasneH BbiNaatowmii CNMCOK CTaHLMNA.

Ounanor sbibopa napameTpa — A06aBeH NOUCK KOHTPOAIEPOB NO Ha3BaHMUIO.

[Owvanor Bbibopa NnapameTpa/KOHTpoANEpa — 3HAUYUTEIbHO YCKOPEH MOUCK NapameTpa/KoHTpoanepa.

10) Busyanusaumus — gna obbekta [epeBo napameTpoB Tenepb MOXHO 334aTb (MM OTPEAAKTMPOBATb) MMSA

rpynnbl Bpy4Hyto (ybpaHo ceoicteo ReadOnly y anemeHTa peaakTMpoBaHUA A48 UMeHU rpynnbl). PaHee 3To
6bl10 AOCTYNHO TO/IbKO Yepes AManor Bblibopa rpynnbl, U B HOBOM BEpPCUM NMpomnana BO3MOXKHOCTb Bblbopa
LeNIMKOM CTaHLMK, MOTOMY 4TO anemeHTa CTaHUMA B AManore Bbibopa napameTpa Tenepb 6o/blue HeT.

11) Noacuctema ACKYD — peanusosaH onpoc cyetdukos LID2726A / LI2727A ¢ mogemamu LoRaWAN

cobcTBeHHOro npounssoacTtea (He Bera-Abconior).

12) Noacucrema ACKY3 — noaaeprkaHbl cyeTimkn PuM 384.

2020.06.29

1)
2)

ENLOGIC IDE — gobaBneHa ¢pyHKLMA NOMCKA M 3aMeHbl NOACTPOK B Ha3BaHMAX (LUndpax) napameTpos.
ENLOGIC IDE - npowusBegeHa mogepHusauma okHa Hactpoiikm MOIK Ha cepBepe (peTpaHcnsaumu),
£06aBneHbl HOBble CTONBUpBI, CKOPPEKTUPOBaH 3KcnopT B CSV, oTpaboTKa 3ameyaHui.

ENLOGIC IDE — npowusBegeHa MOAEPHM3aALMA OKHa HacTPOMKM KapTbl MIK-aapecoB KoOHTpoasepa,
NnoABKAaCb BOSMOXHOCTb A1 0TO6paKeHUs/cKpbITUA CBOBOAHbIX aApecos.

ENLOGIC IDE — pobaBneH HoOBbIV Avanor gna TabanyHoro otobparkeHMsa CNmMcKa KOHTPOAepoB (ropsyas
Knasuwa F3), B Hem peanusoBaHbl GYHKUMM COPTUPOBKM KOHTPOAEPOB Mo Aobomy cTonbuy, MOMCK
KOHTPO/IZIEPOB, 3KCMOPT CMMUCKa KoHTpoanepos B CSV, rpynnoBoro 3agaHua nepuopa obuwiero onpoca u
neprMoaa CUHXPOHMU3ALLUM BPEMEHMN.

ENLOGIC IDE — B OKHe TabanyHOro otobpa)KeHua CnMcKa KOHTPOANepoB A00aBneHa BO3MOMKHOCTb A8
NMPOBEPKU HANMUMA 3anuceirt C MPUBA3SKOM K KOHTPOAJEpamM B JKypHasne 06bekToB B 6ase AaHHbIX
CnpaBOYHUKM, @ TaKKe BO3MOXKHOCTb A06aBUTb HeoCTatowme 3anmcu B 6asy AaHHbIX.

ENLOGIC IDE — npu mnopTe KOHTpoa/epa U3 nacnopTa onucaHua B daiine Excel nosasmaacb BO3MOXKHOCTb
aBTOMaTUYeCcKn [06aBnATb ero B 6a3y gaHHbix CnpaBOYHWMKM (Ha OCHOBE WMMEOLLEeroca AN KypHana
O6beKTbl WabnoHa, onncaHHoro B ini-daiine).

CnpaBoYyHUKM — nosie TMNa "lpynna napameTpos" Tenepb ONEpPUpPYeT C 3aKOAMPOBAHHBIM MYTEM K rpynne
napametpos (Bnga St5\Cn22\...), yTo6bl NepenMmeHoOBaHWE CTAHLMMU MW KOHTPOA/JEpPA He MPUBOAUNO K
noTtepe NpmBA3KMN.

HacTpolika cTaHuuit — npu coxpaHeHuM aBTomaTuuyecku cosgaértca ¢dann Configurator\Stations.html co
CMUCKOM BCEX CTAHLMIA M CCblIKaMM BbI30Ba Beb-CTpaHWML, AMAarHOCTMKM OCHOBHOTO M pe3epBHOro cepeepa.



9) Noacuctema ACKYD — peanusoBaH MpuUemM AaHHbIX W yrnpaBJeHWe Harpyskon pgns  umdpoBbIX
aneKkTpoaHeprum MepKypumii no TexHonorm LoRaWAN c ncnonb3oBaHMeM 06/1a4HOIO cepBMca KomnaHum
Naprex.

10) NMogcucrema ACKY3 — mogepHU3aums n paclimpeHme GyHKUMN mexaHM3ma npuMema AaHHbIX U ynpaBaeHus
HarpysKoi gns CHETYMKOB 3N1eKTPO3Heprnn MepKypuia no npotokony LPWAN.

11) Nopcucrema ACKYD — mogepHM3auma 1 paclumpeHune GyHKLMIA MexaHM3Ma npuema AaHHbIX U ynpaBieHus
Harpyskom pans UMEPpPOBbIX CYETYMKOB 3NEKTPOIHEPrun no TexHonormn LoRaWAN c¢ ucnosib3oBaHuem
obopyaoBaHMA KomnaHuu Bera-A6coniorT.

12) KymynatuBHoe o6HOBAEHME NO pe3y/ibTaTaM UCMPaBAEHWUI, 3amedaHmnii U 60bLIOro YMcaa HE3HAUYUTEIbHbIX
nopaboTok.

2020.03.20

1) CepBep cbopa AaHHbIX — paclIMpPEHME MeXaHU3Ma AMarHOCTUKM cbopa AaHHbIX C yAaseHHbIX Y3/10B U
peTpaHcaaumnm no npotokony M3K-104.

2) Noacuctema ACKYI — peanusoBaH Npuem AaHHbIX U ynpaBaeHWe Harpyskon ana umMdpoBbIX CYETYMKOB
3N1eKTPo3Heprnmn no TexHonornn LoRaWAN c ncnosnb3oBaHnem ob6opyaoBaHUA KomnaHuu Bera-A6conior.

2020.03.03

1) CepBep cbopa AaHHbIX — BHEAPEH HOBbIA MEXaHW3M AMArHOCTMKKM cbopa AaHHbIX C YAA/NEHHbIX Y3/10B U
peTpaHcaauMmM no npotokony M3K-104. B cepBepe cbopa AaHHbIX Tenepb ecTb MHTErpuMpoBaHHbIA HTTP-
cepBep, CpeacTBaMm KOTOPOro 0TOOpaXKaoTca AnarHocTmyeckue cTpanHmubl HTML.

2) Cepsep cbopa AaHHbIX — 3HAUNTENbHO PacLUMpPEHbl BOSMOXKHOCTU aHann3a paboTbl npotokona MIK-104 ans
onpoca ypaneHHbix obbekToB W peTpaHcnsaumm. C HTML-CTpaHWL, AMArHOCTUKM MOMKHO BK/OYATb
nogpobHoe nornposaHue B dalinbl npotokona M3K-104 nHaAMBMAYaNbHO MO KaxKAOMY OObEKTY onpoca, U
JNliormpoBaHue B ¢paiibl Npouecca PeTpaHCAsLUN.

3) Mogynb HacTpoiKM nUctopun — fobasaeH BbINAAAOWMI CIUCOK CO CTaHUMAMMK. 3arpyska napameTtpos B u
AepeBa Teros NPOUCXo4MT TeNepb He A8 BCeX CTaHLMIM cpasy, a TOIbKO A1 Bbl6paHHOMN.

4) Mogaynb HaCTPOMKKM anapmos — A06aB/IEH BbINALAIOLWMIA CMIMCOK CO CTaHUMAMM. 3arpysKa aslapmoB U Aepesa
TEroB NPOMCXOAMT TeNepb He AN BCEX CTAHLMM Cpasy, a TObKO A/1A BblIOPaHHOM.

5) CnpaBOYHMKM — B KOHTEKCTHOE MEHI0 3aMnuceit KypHasia fobaBneH NyHKT gas MMnopTa 3anucu u3 daina
Excel Ha ocHoBe paHee co3aaHHOro WaAb/0HA. B KOHTEKCTHOE MEHH0 KypHania fobaBneH NyHKT gns
€034aHuA WwabnoHa a4na umnopTa 3anucu ms Excel.

6) CnpaBo4YHMKM — B OKHe MeyaTHble popMbl NOABUAACL BO3MOXKHOCTb MMMOPTa M 3KCNopTa WwabnoHa B daiin
(8NA nepeHoca CNOXKHbIX NeYaTHbIX GOPM MeXKAY NPOoeKTaMmu).

7) EnLogic IDE — gobaBneHa BO3MOXKHOCTb MMnopTa y3ia ENLOGIC (KoHTponnepa) ns daiina Excel (NyHKT MeHto
MpaBKa->MmnopTnpoBaTb KoHTpoanep un3 Excel): aBTomatnueckn gobasnaetca ysen tuna KN M3K 60870-5-
104, BupTyanbHan rpynna un moaynb Kapra M3K-104 us Excel.

8) EnlLogic IDE — B oKHe Hactpoiika MOIK Ha cepBepe paobaBneHa BO3MOMHOCTb 3KCMOPTa CNMCKa
TesienapameTpoB peTpaHcasummn B popmaTt Tabamy, OUK Cucren.

9) EnLogic IDE — peannsoBaHa HOBana BO3MOXHOCTb CBOBOAHOIO KOHGUIYPUPOBaAHMA AepeBa TEroB Y MoOAyNeN,
ana KoTopbix B 10-daitne B onncaHumM moayna yctaHoneHo ceoicteo AllowCustomConfig. Paspeluaetcs
cBobOHOE penaKkTMpoBaHWe Teros M rpynn, AobasneHve M peaakTMpoBaHMe HasBaHMM. lMpumepbl TakMx
MoZy/ell MOXKHO yBMAETb B dpaiiax iec-none-vendor.io, virtual.io v ap.

10) EnlLogic IDE, cepBep cbopa AaHHbIx — gobaBneHbl cnyebHblie Tern YposeHb GSM-curHana u Bepcua UC.
MonyyeHne MHGOPMALMM NO HUM MPOUCXOAUT TONBKO €CAN MCTOYHUKOM AAHHbIX ABAAETCA KOHTPOANEp C
ncnonHuTenbHol cnuctemon ENLOGIC.

11) EnlLogic IDE, cepBep cbopa AaHHbIX — AobaBneH cyxebHbi Ter CBA3b C KOHTPOM/IEPOM (C 3a4epiKKon).
3HayeHue Tera false npu paspbise coeanHeHns M3IK-104 ¢ yaaneHHbIM y310m GOPMUPYETCA C 3a4ePHKKOM B
5 MWHYT OTHOCUTENBbHO CTaHAAPTHOrO Tera CBA3b.



12) EnlLogic IDE, cepBep cbopa gaHHbIX — BeTKa Cny:KebHble napameTpbl Tenepb BCerga npucyTcTByeT B Aepese
KOHTpON/NepoB. PeannsoBaHa HacTpolka petpaHcaaumm CnykebHblx NapameTpoB NyTeM MepeTackuBaHuA B
oKHo Hactpoiika MK Ha cepBepe.

13) EnLogic IDE — npu uyTeHuM onucaHus moaynei m3 damnos |0 pgobasneHa NpoBepKa Ha YHUKaNbHOCTb
naeHTuduKkaTopa moayna. Ecnv npoeHTMduKatop yxKe 3aHAT, TO BblBOAUTCA cooblieHne 06 owunbke u
MozyNb He fo6aBnaeTca B CNUCOK AOCTYMHbIX.

14) Busyanusauma — B obbekte Tabauua MOHMTOPUHra MNOsBUIACh BO3MOMHOCTb OTOBpaKaTb BpeMeEHHYH
MEeTKy NnapameTpa M 3a4aBaTb CToNbel, A1a COPTUPOBKM MO yMOJIYaHUIO (Mpu 3arpyske Tabaunua cpasy byaer
OTCOPTMPOBAHa Mo 3TOMy CToN6LY).

15) Busyanusauma — peannsoBaHa BO3MOXHOCTb BblBOAA MHEMOCXEMbI Ha BCE MMEIOLLMECS MOHUTOPLI B
NMO/IHO3KPAHHOM pexKMme (Ha NosHbIN pabouunii cTon).

16) Busyanmsaums — gobasneH HoBbIi 06bekT MHAMKaTop 033 ans oTOOparkeHua MHAMKATOPOB KOPOTKOro
3aMbIKaHUA.

17) Busyanusauma — aBTo3arpy*kaembli 06beKT CNMCOK aNapMoB M HACTPOMKM CUTHANM3aLMK Tenepb MOXKHO
HacTpamBaTb A/1A Pa3HbIX CTAHUMIA UHANBUAYANbHO.

18) Moacucrema ACKY3 — peanmsoBaH NpMem AaHHbIX U yNpaBAeHUE Harpy3Kol ANA CYHETYMKOB 3/1IEKTPOIHEPTUN
Mepkypuit no npoTtokosly LPWAN. MpoToKo MCMoib3yeTca Npu nepegade gaHHbIX No TexHonorum NB-loT.

19) KymynatusHoe ob6HOBAEHME NO pe3y/ibTaTaM UCNPaBAEHWNN, 3amedaHmnii U 6ONbLIOTO YMCNa HE3HAYUTENbHbIX
nopaboTok.

2019.07.25

20) B cocTtaB cTaHOapTHOrO AUCTPUBYTUBA BK/OYEHA noadepkka GyHKUMiA KaneHta MIK 61850-8-1 (MMS). B
coctaBe AuCTpubyTMBa OyYHKUMA KaneHTa MIK 61850-8-1 peanusyetcas B pamKax BMPTyasibHOMoO
KoHTponnepa ana Windows, 3anyckaemMoro Kak amynsatop uau Kak cayk6a ENLOGIC (Tun KoHTponnepa
None-target). BHUMAHME: ana ucnonb3oBaHuaA TpebyeTca Hannume AONOJAHUTENBHON ONLMU B IMLLEH3UN.

21) B katanore Bin\EnLogicPLC npou3BeaeHa 3aMeHa UCNOMHUTENbHbIX GalNoB ANA SMYNATOpa KOHTpoaepa:
moaynb EnlLogicEmul.exe 3ameHeH Ha EmulatorForPLClib.exe, moaynb EnlLogicSvc.exe 3ameHeH Ha
EnLogicSvcForPLClib.exe. HoBble Bepcun amynsaTopa v cnyxbbl obecneumBatoT nogaepKy GyHKUMIA KIMeHTa
M>3K 61850-8-1.

22) B coctaB AncTpmbyTMBa BKAtoYeH KomnaekT MQTT-6pokepa Mosquitto for Windows, pacnonaraetcs B
KaTanore Bin\mosquitto. Bpokep Mosquitto ncnonb3yertca Ana pasAMUHbIX LLeael, B YaCTHOCTU — a1 paboTbl
MeXaHM3Ma U3MEHEHMSA aBapUIHbIX U NPeaaBapUMHbIX TPAHWUL, MapaMeTPOB B PEKMME «paHTalim».

23) B moayne Bu3yanusaumm gna obbekta "Tabanua moHUTOpuHra" pobaBneHa BO3MOXKHOCTb A1 KayKAoW
CTPOKM HACTPOMKM Nepexona Ha MHAMBUAYANbHYIO MHEMOCXEMY OObeKTa.

24) Ana  moayna  BU3yanusauMM  Peanu3oBaH  OMUMOHAAbHbIA  MEXaHWM3M aBTOMaTMYECKOro BbIXog4a
Nnonb3oBaTesNsA C NepexofoM Ha CTapToBYHO MHeMocxemy. BkaroueHune u HacTpolika BpemeHn AutolLogOut
3a/l2eTCA B OKHe OOLWMX HACTPOeK MOoAyNs BM3yanusaumu (ropsyas knasuwa F12, BKnagka Hactpoiiku
NpoeKTa).

25) Ana moayns BM3yanusauMu BBeAEH HOBbI NapameTp 3amycka B KomaHaHoW cTpoke: -SilentAlarms. Mpwu
HaNMYMKM TaKOro MapameTpa Moay/b BU3yanusaumm obpabaTbiBaeT MOCTYNAOWYK CUrHAAU3aUMIo Ans
$OpMUpPOBaHUS CBETOBOIO OMOBELLEeHWs Yy O0b6BbeKToB (MopraHue M np.), HO He GOpMUpPYeT 3BYKOBOE
onoseweHne. [lapameTp npegHasHayeH AAA MCNOAb30BaHMA Ha APM C MHOMO MOHWUTOPHBIMU
KOHPUrypaunamm gnsa 3anycka HECKOIbKMX SK3eMMNAAPOB MOAYA BU3yaan3auum.

26) EnLogic IDE, EnLogicMngr — paclunMpeHo NorrMpoBaHne KoMaHg, 3anncu, AobaBneHbl HOBble HAaCTPOMKK AnA
obbekTa: "[IByxCTyneHyaTas KOMaHAA ynpaBneHua" — A4A  MOCbIJIKM - KOMaHA —Teseynpas/eHus
nocneposatenbHocTbio SELECT-EXECUTE; "O6wmin agpec ASDU" — anAa BO3MOXKHOCTM 3agaHus agpeca ASDU
OT/INYatoLLEerocs oT cucTtemHoro agpeca y3na ENLOGIC B KoHourypaumm npoekta SCADA-cuctemsi.

27) EnLogic IDE — oTobpakeHure nonb3oBaTeNbCcKuX Wndpos napameTpos B gepese "M3IK Ha cepsepe’.

28) ina cepBepa cbopa AaHHbIX A06aBAEHbl HOBble MapaMeTpbl 3aMycKka B KOMaHAHOM CTPOKe ana uenem
oTnagkun: LogParamChangedRead — BKnloyaeT BbiBOA, BCEX MPUXOAALWMX B CepBep AaHHbIX B sor-dann B



yntabenbHom Buae; LogParamChangedCSV— BkntoYaeT BbIBOA, BCEX MPUXOAALLMX B CEPBEP AAHHbIX B JiOr-
daiin B popmate CSV.

29) CKoppeKTMpoBaHa JiOrMKa ucnonb3oBaHuMa 6utoB IV (HegoctoeBepHocTb) M NT (HeaKTyanbHOCTb) B
ucnonHutenbHon cucteme ENLOGIC n cepsepe SCADA-cuctemsi:

e KoHTponnep c ucnonHutenbHol cuctemolt ENLOGIC nocne 3anycKa, 40 Tex Mop NoKa peanbHo He
NONYYUT OAHHbIX OT YCTPOMCTB HUMKHEro ypoBHA, nepegaeT AaHHble no npoTtokony M3K-104 ¢
ycTaHoBAeHHbIMM 6MTa IV 1 NT, 4TO 03HaYaeT — HeJOCTOBEPHbIE, HEAKTyalbHble AaHHbIE.

e Koraa KOHTpos/iep TepseT CBA3b C UCTOMHUKOM AaHHbIX — mMoAy/ib ¢ npoTtokosiom Modbus, M3K
60870, M3K 61850 1 T.4. — OH AO/IKEH BbICTaBUTb BCE 3HAYeHUA NO rpynne napameTpoB AAHHOrO
moayna B npusHakm IV n NT — HegoCTOBEpHble, HeaKTya/ibHble JaHHbIe.

e OtmenbHo 6uT IV uMcnonb3yeTcA TOMbKO B CUTYaUMUW, KOrAa MCTOYHMK JAaHHbIX Cam  Bblgan
HeobxoAMMOe 3HaUYeHUI yKe ¢ NpU3HaKom IV — KOHTponep ocywecTBAsET peTpaHcasaumo buta IV
Ha BbILIECTOALLNIN YPOBEHD.

e CepBep SCADA-cuctemMbl He UCMNOAb3yeT 3HAUEHUA C YCTAHOBJEHHbiMU 6Gutamun IV u NT pgns
dopmuposaHma aBapuitHbIX COBbITUIA U 3anucK B 6a3y AaHHbIX UCTOPUMN.

30) B HacTpoikax ¢opmmpoBaHMA aBapuii M cooblieHnin (anapmbl) gobasneHa BO3MOXKHOCTb HacTpauBaTb
anapmbl NpU nepexofe napameTpa B HefocCToBepHoe cocToaHue (IV). Anapm cpabaTtbiBaeT npu HanMumm
6uTa TonbKo IV (Npu Hannunu gononHuTenbHo 6uta NT anapm He popmupyeTca).

31) Noacuctema ACKYD — ana cyeTyMkoB MMMyAbCoB [lynbcap, MCMOIb3yeMbIX A1A y4YeTa 3/1eKTPO3Heprum,
Tenepb cyuTaetcA, 4yto Mynbcap BblAaeT AaHHble — HAKOMJIEHHbIE MOKa3aHMA MO KaHafam — B eAMHULAX
nsmepeHua BatT*yac, U nepepn, coxpaHeHMem 3HayeHWin B 6a3y AaHHbIX NPOUCXOAUT nepeBod, B KBT*y —
AeneHune nosy4eHHoro 3HaveHmna Ha 1000.

2019.03.15
1) BHegpeH MexaHW3M M3MEHEHUS aBapUIiHbIX U NpeaaBapuiHbIX FPaHUL, NAaPaMeTPOB B PEXMME «PaHTaNM» —
6e3 HeobxoaMmoCTM nepe3arpy3kn cepsepa cbopa AaHHbIX. 08 noadep:KKM AaHHOro ¢yHKUMOHaNa
ucnonb3yetrca eamHas 6asa AaHHbIX MapameTpoB cucTembl, dopmupyemaa moaynem «KoHdurypatop
cepsepay.
2) KymynatnBHoe 06HOBNEHME NO pe3y/bTaTaM UCNPaB/eHUI, 3aMedYaHnii U 6ONbLIOTO YNC/a HE3HAYUTENbHbIX
nopaboTok.

2018.11.29

1) B Habop ucnonHAembix ¢ainoe gobasneH HOBbIA Moayib nog pabounm HasBaHnem «KoHdurypatop
cepsepa», wucnonHaemblt daiin  ServerCfg.exe. Mogaynb npegHasHadeH pgaa  GopmupoBaHua w
pefakTMpoBaHMA efuHoi 6asbl MapaMeTpoB MPOEKTA, BO3SMOXHOCTW BBeAEHWMA MPOM3BONAbHOrO Habopa
Nno/sb30BaTeNbCKMX aTPUMBYTOB MapaMeTpPoB U MO/b30BaTE/IbCKOrO NpPeAcTaBAeHUA AepeBa NapameTpoB
NPOEKTa Ha OCHOBE MexaHW3ma GuabTpaumm no atpubyTam. Moaynb Noka He ByaeT BbIBOAUTHCA B 06LLYtO
naHesb 3anycka NPW/IOXKEHWIM, HO ero MOXKHO MCMOJIb30BaTb, €CAM 3aMNyCTUTb CTAHAAPTHbIM CMOCOOOM,
nepeaas B NepBOM NapameTpe KOMaHAHOMN CTPOKM NOJIHbIA NyTb K $haiay npoeKkTa. MepBUUYHbIN PYHKLMOHAN
3TOr0 MoAy/NA — BO3MOXHOCTb MCMO/b30BAHUA 3HAYEHWUN NOb30BATENbCKUX aTPUOYTOB U PUABTPOB — yiKe
BO3MO)HO MCNO/Mb30BaTb B OObEKTe MOAYyNs BU3yannsaumu, npeaHasHayeHHOM A/aa OoTobparkeHus
KYpPHanoB cobbITUIA.

2) PeTpaHcnAumMa AaHHbIX OT cepsepa no npoTokony M3K 6070-5-104 — nobasneHa BO3MOXKHOCTb 3aJaHuS
AByxb6aritoBoro obuiero agpeca ASDU gis MHAMBUAYANbHbIX TPYMNN TETOB.

3) B moayne anapmoB AN PasHbIX TUMOB a/fapMoOB (Ha BK/IOYEHME, Ha OTK/OYEeHWe M Mp.) peanv3osBaHa
BO3MOHOCTb 334aBaTb CBOM HACTPOMKM AR KaKAOro Tuna. 3TO MO3BOASET pasHble TUMbl aflapMoB Mo
oZHOMY MapameTpy 06pabaTbiBaTb C Pa3HbIMU MPUOPUTETOM, UCKAHOYATL HEHYKHbIE TUMbI M3 06PabOTKM.

4) B moayne npocmoTpa cobbiTnit AobaBneHa HOBasA BKAaAKa ANA GuUnbTpaumnmn cobbiTnii no obbektam ACKY2.



5) B moayne Busyanusaumm pobasneHa paboTta ¢ pesepBHol B[] 3HakoB 6e3onacHoctu (cekuma DBR B
Signs.xml). YTeHWe 3HaAKOB W COCTOSHMI NPOM3BOAUTCA M3 AOCTynHoiW B[, 3anucb ocyliecTBaseTca B
OCHOBHYIO U B pe3epBHyto B/.

6) B mogayne Bu3yanusaumm ans snemeHTa «BbikntovaTenb» fobaBneHa BO3MOXKHOCTb Nepexosa Ha 3aZaHHyto
MHEMOCXEMY MO KUKy Ha 0b6beKTe.

7) KymynatmsHoe 06HOB/IEHWE NO pe3ysibTaTaM UCMPABAEHUI U 3aMeYaHUA.

2018.07.25

1) B wvcnonHuTenbHylo cuctemy gobasneHa noagep:kka npotokona SNMP Kak KnvMeHTa — A1a NoJyYeHus
AaHHbIX oT areHToB SNMP.

2) B WCNONHWUTENbHOW CUCTEeMe eCcAu B CBOMCTBO «[BYXMO3MUMOHHbLIN TC» AUCKPETHOro Tera 3anuMcaHo
3HayeHne 65535, TO OH WM3Ha4yanbHO nNOC/Ae CTapTa KOHTpPOA/epa cpasy nepenaétca HaBepx Kak
ABYXNO3MUMOHHbBIN TC. PyHKUMA npeaHasHayeHa ANA c/yyYaeBs, Korga ABYXMNo3uuUMoHHble TC noctynatoT oT
BHELHEero UCTOYHUKA AaHHbIX No npoTokonam M3K 60870-5 n M3K 61850.

3) B moayne BM3yanusaumm ans obvekTa "KHonka" gobasneH HOBbIM TUN aelictema — "MNepexoq K BbiIbpaHHOMY
06beKTy MHEMOCXeMb!".

4) B mopyne Busyanmsaumm B Tabauuy anapmos fobasneHa HacTpoWKa ugeta ¢oHa A1 asnapMoB PAsHOro
npuopuTeTa.

5) [Ona moayna Bu3yanusaumm gobaBsieHa HaCTPOMKA A/ paspelleHMs aBTOMATUMYeCKOro pa3BopayMBaHuA
OKHa npu anapme.

6) B moayne Busyanusaumm B Tabanue oTobparkeHUs KypHana cobbiTUiA B KOHTEKCTHOE MeHI0 A06aBNEH NYHKT
nepexoaa Ha MHEMOCXeMY 418 3a4aHHOM 30Hbl.

7) B mopyne anapmoB gobaBneH HOBbI WabNOH AnA TekcTa coobuweHnin (%gl - %g9 - rpynna) ana sbiBoaa B
TEKCT a/lapMOB UMEH POANTENbCKUX TPYNN U3 AepeBa aNapMoB.

8) KymynatnusHoe 06HOB/IEHWE NO pe3ysibTaTaM UCTIPABAEHUI U 3aMeYaHNiA.

2018.06.06

1) Mpotokon MY M3K 60870-5-104 B cocTaBe UCNONAHUTENbHOW cucTembl EnlLogic — pnobasneHa HacTpolika
CMELLEHUA BPEMEHMU Y NPUXOSALLMX BPEMEHHbIX METOK. AHANOMMYHbIN GyHKUMOHaN fobasneH n gns ysna
EnLogic Tvna KN M3K 60870-5-104.

2) B mexaHusme BeaeHMA 6a3 AaHHbIX WUCTOPUMM BHEAPEHA BO3MOXKHOCTb BEAEHMA KPATKOCPOUYHbIX B[,
npegHasHayeHHbIX 418 COXPAHEHUA UCTOPUU C HeboNbloWn rAybuHOM M Manbim nepuogom 3anucu. MNpu
YTEHWM [aHHbIX B C/ly4ae, eCcaM KPaTKoCcpoyHaa B[, noKpbiBaeT MHTepBan 3anpoca, AaHHble BblYUTbIBAOTCA
13 Heé, MHaye 13 0bblYHOM (aonrocpoyHoi) BA.

3) [Ona obbeKTOB BU3yanmn3aumMmn 3NeKTPUYECKUX ceTeil fobaBaeHa BO3MOMKHOCTb PYYHOrO 3aZaHUA COCTOAHMA
06bEKTOB, HEe MPUBA3AHHbIX K NapameTpam, a TaKKe BO3MOMKHOCTb MEepPEeK/oYeHNEe Ha PYYHOM PEXMM U
06paTHO A/19 0OBEKTOB, NPUBA3AHHBIX K NapameTpam.

4) [OnAa anekTpuyeckmx obbvekTos LUnHa//InHMAa aobaBaeHa BO3MOMKHOCTb PYYHOrO ynpaBAeHMsA COCTOAHMEM
Mop, HanpAaxeHnem, OTKAOYEHO, 3a3eMNEHO, C BblAEe/IEHUEM COOTBETCTBYIOLLUM LIBETOM.

5) MpousBeseHa ONTMMM3ALMA COCTaBa HACTPOEK A1 OOBEKTOB I/IEKTPUYECKUX CETEN, 3HAYUTENIbHO
COKpALLLEeHO Hencnosiblyemoe MHANBMAYabHOE KOIMYECTBO HAaCTPOEK.

6) KymynatmsHoe 06HOB/IEHWE NO pe3ysibTaTaM UCMPABAEHUI U 3aMeYAHUIA.

2018.04.23
1) HoBblit MHOrodyHKUMOHANbHbLIN 0O6bEKT B moayne Bulyanusaumm "Tabnanua moHuTOopuHra". Mossonser

co34aBaTb TabAULbl HA MHEMOCXEMAX C NPOM3BOJIbHBIM HAabopoM CcToN6LOB. B KauecTBe MCXOLHbLIX AAHHbIX
Ana  ctonbuoB BbICTYNalOT 3anuMcu u3  moayna CnpaBoOYHUKKM, [AaHHble pPeanbHOro BpPEMEHU U3
TUNU3MPOBAHHbIX FPYNMN NepemeHHbIX (TpexdasHble N3MepuUTeNbHbIn NPUbopbl, 610KK peneinHoi 3almTbl),
BbluMCAsiemMble CTONBUbl. MmetoTcs ¢yHKUMM COPTUPOBKM, UALTPALMM, YCIOBHOrO $opmMaTMpoBaHus
(noaceeunBaHus) Aveek.



ﬂ,Opa6OTKM B MeXaHn3me yCTaHOBKU N1aKaTOB M 3HAKOB Ha MHEMOCXeEMaAX B YaCTu yaydlleHunA t03abunnTn n
AnAa aBTOMaATU4YeECKOro 0b6HOB/IEHNA COCTOAHUA npu MUCNONb30BaHUN HECKOJIbKUX K/IMEHTOB WU Mop,yneﬁ

BU3yanm3auum.

3) [Ona obbekTa BM3yanmsaumMm OTODOpPaXKeHWs Cnucka cobbiTuit aobaBneHa BO3MOXKHOCTb GUAbTPaALUKU MO
rpynnam w3 gepeBa anapmoB, TaKXKe MPOU3BEAEHbl PasiMyHble yayyweHua B (YHKLMOHANbLHOCTU ero
paboTbl.

4) B cepsep cbopa AaHHbIX A06aBfeH MeXaHU3M KOHTPO/A 3aBUCAHMA OTAEMbHbIX BHYTPEHHUX KPUTUYECKUX
npoueayp, YT0 MOF/I0 B HEKOTOPbIX Cneunuduyecknx cuTyaumax NpMBOAMTbL K 3aBMCAHWUIO cepBepa. lpu
OBHapYKEeHUN TaKoM CUTyauuu cepBep aBTOMATUYECKM NepesanyCcKaeTcs CaMoCToATe/IbHO (ec/u 3anyueH
KaK NPUIOXKEHUE), UM ONepaLlMOHHOM CUCTeMOWM (eC/IM 3anyLLEH Kak cnyxKba).

5) OnTMmusaumsa moayns HacTPOWMKKW anapmoB M MOAYNA HACTPOMKM 6a3 UCTOpUU: 3HAYUTENIbHOE YCKOpeHMe
3anycka A8 NpPOeKToB € 6O/bLIMM KO/IMYECTBOM TErOB; nepegenaHa peanusaums auanora GunbTpaumm
napameTpoB, KOTOPbIM BbIBOAMTCA MPM MepeTackMBaHUW MapaMeTpoB B AepeBo (b6osblie HEeT A0Aroro
0XUAaHua npu gobasaeHMM B clydae 60/bLLIOro YMC/Ia NaPaMeTPOB B NMPOEKTE).

6) B cpeany KoHUrypmposaHua EnLogic nobaBneHa ¢pyHKUMA SKCNOPTaA CNMCKa KOHTPOIEPOB C HAaCTPOMKamu B
Buge CSV-daina M peannsoBaHO KOppeKTHoe oTobparxkeHue 3HayeHUn DP-cMrHanoB B pasHbIX perkunmax
onpoca KOHTPOINEPOB.

2018.02.02

1) B moayne Busyanmsaumum gobaBneHa BO3MOMKHOCTb A8 OBBEKTOB M3 rpynnbl «DNEKTPUYECKUE CETUY
YCTaHaB/AMBATb NJaKaTbl U 3HAaKM Ha MHEMOCXEME B paboyem pexkume mMoayna BU3yanmsauuu.

2) B mopayne BM3yanu3auum UCNpaBieHO NO3MLMOHMPOBAHNE MOLA/NbHBIX OKOH NPW UCMOAb30BaHUN Ha APM
HECKONbKUX MOHUTOPOB.

3) B moayne cbopa gaHHbix ACKY3 cobbitna no onpocy ob6bekToB no COM-nopTam 3anmcbiBaloTCA, KaKk U
paHblUe, B OTAENbHbIE FpYnMbl.

4) [Ona noacuctembl ACKYD pobaBneHa nogaeprKa MHAMBMAYANbHbIX YacOBbIX MOSACOB ANA OObEKTOB ANA
KOPPEKTHOM CUHXPOHU3ALUN BPEMEHM B CUTyauUMM, Korga cepsep cbopa M 06beKTbl HAaXOAATCA B Pa3HbIX
4acoBbIX NOACAX.

5) [Ona obbeKkToB moayna Busyanusauuu "PasbeauHuTens’ n "3azemnatowmii HoXK'" MoNoXKeHWe Kaoya no
YMOJI4aHMIO OTPUCOBBLIBAETCA TENEPb U B PEKMME HACTPOMKMU.

6) Mogaynb Busyanusaumm — peannsoBaHO NPUHYAMTE/IbHOE Pa3BOPaYMBaHUE CKPbLITOTO MPUONKEHUA MpU
BO3HWUKHOBEHWUWN CUTHaNM3aUuKM (anapma).

7) KymynatusHoe 06HOB/IEHWE NO pe3ysibTaTaM UCTIPaBAEHUI U 3aMeYaHNA.

2017.11.15

1) [Ansa moayns Busyanmsauma paspaboTaHbl HOBble 06BEKTLI U3 TPYNMbl dNeKTpruYeckue cetu (bbiBlwas rpynna
dneKkTpoobopyaoBaHue): 3azemnatowmii Hox (3H), orpaHnunTenb nepeHanpsxkenus (OMH), paspAgHUK,
TpaHchopmaTopHaa noactaHuma (TM, HeCKoNbKO BMAOB OTObparkeHus). lpousBedeHa KOMMAEKCHas
KOPPEKTUPOBKA 0H6BbEKTOB M3 rpynnbl INEKTpUUYECcKne cetTn (0TKas OT CraaxKMBaHWA rae 3To He TpebyeTcs,
YHUbMKauma Habopa CBOMCTB 06EKTOB, HE3HAUYNTE/IbHbIE KOPPEKTUPOBKM pa3mepa HEKOTOPbIX 0ObEKTOB).

2) MogpgepHusauma agpa moayns Busyanmsaumm — 3HauMTeNIbHOE YMEHbLUEHNE BPEMEHWN NEepPexoaa B Penm
HaCTPOMKN U BPEMEHW BCTaBKMN HOBbIX 06 EKTOB NpK 6ONbLIOM KOJ-Be 06bEKTOB Ha MHEMOCXEME.

3) KymynatueHoe 0bHOBNEHME NO pe3y/bTaTam UCNPABAEHUA U 3aMeYaHUA.

2017.08.01

1) B dHeproaHanus gobasneH HOBbIM BMA oT4eTa - HopMmupoBaHHble 06bEMbI pecypcos.

2) KoppekTnpoBKku B HekoTopsbix daiinax |0, nobasneHune daina iec-none-vendor.io — onMcaHne o606LLEHHOrO
KOHTpOA/Nepa TenemexaHuUKn ansa adeiikm KPY 6/10/20 kB, npoTtokon obmeHa M3K 60870-5-101, 6e3
NPUBA3KM K KOHKPETHOMY NPOU3BOAUTENIO.

3) KymynatuBHOe 0bHOBNEHME NO pe3y/bTaTam UCNPABAEHUA U 3aMeYaHUA.



2017.06.26

1) CepBep cbopa AaHHbIX noacuctembl ACKYD — peannsoBaH mexaHM3M MHOrosafiayHoro cbopa AaHHbIX.
PaHee pgna napannenbHoro onpoca 06bEKTOB HeobxoAMMO 6bin0 3anMycKaTb HECKObKO 3K3eMMiApoB
cepsepa cbopa AaHHbIX — MO KOAIMYECTBY Kenaemblx napannefbHblix onpocos. Ceivyac oauH 3anyLLeHHbIM
cepsep ACKYI BbINOAHAET OAHOBPEMEHHO MHOro 3adaHui. Ko/imMyecTtBO OAHOBPEMEHHbIX 3a4aHui
HacTpauaetca B onumax ACKYD moayna CnpaBoyYHMKM.

2) [OobasneHa noaaeprkka pacxoAomMepa-cyeTymKa rasa ynbtpassykosoro Turbo Flow UFG-F.

3) Mogynb BM3yanusaLmmM — HOBble CBOMCTBA Y BCMJIbIBAIOLLMX MHEMOCXEM A1 BO3MOXHOCTU OTOBparKeHun
MHeMOCXeMbl 6e3 OKOHHbIX PaMOK M 3aro/sIoBKa, U C BOSMOXHOCTbIO YKa3aHUA GUKCUMPOBAHHOIO MNONOMKEHUA.
PYyHKUMOHAN CAeNaH C Lenbto co34aHuna Ha 6ase TakMX MHEMOCXEM MaHeNen HaBuraumm u ctaTyca.

4) Mogaynb BM3yanM3auMn — HOBble KAOYa 3aMycka B KOMaHAHOW CTPOKe ANA NPUHYAMTENbHOro 3anycka
MOAyNA B NOJHO3KPAHHOM pexxume, 6e3 3arpy3ku nNaHeneil paclMpeHus, M 3anycka Ha onpeaeneHHoOm
MOHUTOpPE NPU MHOTOMOHUTOPHOM KOHOUTYypaLmm paboyero mecta NoNb30BaTENA.

5) Mogynb anapmoB — HoBble WabnoHbl Ans GOPMMPOBAHUA TEKCTa aflapMOB A/ NOACTAaHOBKU Ha3BaHWA
MOAYANA, Ha3BaHMA NPOTOKONA, HA3BAHWA OOOro BbILECTOALWENO YPOBHSA MO AEPEBY TEFOB.

6) Cpepa KOHOUIypUPOBAHMA KOHTpPOANepoB — pAobasneHa BO3MOMHOCTb BBOAMTbL NOJb30BATENbCKME
HAaMMEHOBAHMA TPyNn B MOAYNSAX B MPOTOKONAAX OOMeHa, YTO NO3BOAUT MPU HEOBXOAMMOCTU MEHATb
BM3Ya/ibHble HAMMEHOBAHMA 3/IEMEHTOB AepeBa (MO aHAaNOMMK € NOIb30BaTEIbCKUMM LWMdPAMM TETOB).

7) Cpepa KOHOUrypupoBaHUA KOHTpoanepoB — B ¢annax |0 B CTpOKax OMNMUCAHWA TeroB Ternepb MOXKHO
MCNONb30BaTb ONUMIO 4N1A YKasaHuA xenaemoro M3K-agpeca Tera B KOHOUrypaumm KoHTposanepa. Takxke
npeaycMOTPEeH MEXaHW3M FpynnoBOro nepemelleHuna (CMelleHus) afpecoB TEroB y mMoaysiein B obuueit
KOHUrypaunmn KoHTponepa.

8) MNopaepskka cbopa AaHHbIX ¢ ycTpoiictea YM-31 RTU.

9) VYTtunuta umnopTta AaHHbiX ACKYD 13 BHelwHUX ¢ainoB — gobaBneHa BO3MOXKHOCTb NnoayvyeHua ¢ainos c
OaHHBIMU HANPAMYIO U3 3/IEKTPOHHbIX NOYTOBbIX COODOLLEHMIA M3 NOYTOBOIO ALLMKA.

2017.04.10

1) KoppeKTMpoBKM B MmexaHu3ame obpaboTku anapmos Cepsepa cbopa AaHHbIX 415 KOPPEKTHON perncrpaumm
COObITUI NO MapamMeTpam, NPUXOAALLMM U3 HakonaeHHoro 6ydepa TC UCTOUYHMKOB AaHHbIX B MPOTOKO/E
M>3K-104 (B Tom uncne ana KoHTponanepos OBEH TMAN).

2) B moayne «CnpaBOYHWKM» MNOSABWUIACb BO3MOMHOCTb paccbinku e-mail u  SMS-yBegomneHuii o
Ao6aBneHnn/M3ameHeHUN 3anncei B }KypHanax.

3) BBepeHbl TOYKM pacyeTa notepb I3 € UCNOb30BaHMEM NPOTPAMMHOIO KomnaeKkca «PTM3».,

4) [ob6aBneH HOBbI 06bEKT BU3yanusaumm «banaHc 29».

5) [OopabotaH moaynb « WEB-KabMHeT»: 0TOOparKaroTcA NoKasaHMA CYETUMKOB BOAbI M Tena.

6) [opaboTaHbl popMbl OTYETOB A1 SHEProcObITOBbIX KOMMNaHWI, fobaBneH oTYET «KapTa cbopan.

7) BBepeHa HacTpoiKa TalM-ayTa NpY Nepexoae C OCHOBHOIO KaHa/a onpoca Ha pe3epBHbIi.

8) MNopaepkaHbl CYETUMKN 3N1eKTpPoaHeprin HEBA-124 n HEBA-323.

9) MWcnpasneHbl ownbKM KoHBepTauum b n3 MS SQL B Firebird.

10) KymynatmeHoe 06HOB/IEHWE MO Pe3y/ibTaTam UCMPABAEHUIN U 3aMeYaHNUi.

2017.01.27

1)

2)

3)

3HauMTenbHaa JopaboTKa B MexaHM3Me pesepBupoBaHMA cepBepoB SCADA: obecrneyeH MOAHbIN
GYHKLMOHaN No B3aMMOAENCTBUIO [BYX CEPBEPOB B PeEKMMaX OCHOBHOM-pPE3EpBHbIN C npoueaypamu
3anycka M OCTaHOBa ONpPoOCa YyAaneHHbIX OODBLEKTOB, CUHXPOHM3ALMW aNapMOB MeXAay cepBepamu,
perucTpaummn cobbITUit n UCTopUM.

[na sHepreTnyecknx ob6bEKTOB B Moayne Busyanusaumsa gobasneH eguHbll YHUOULMPOBAHHbIA MeXaHMU3M
ANHaMMWYECKOW pacKpacku no ycnosmam — 3asemneHo, EcTb HanpsaxeHue, Asapws, MpeaynpexaeHue.

Onsa nnatdopmbl EnLogic nobasneH HOBbIM TUN y3na (KoHTpoanepa) — KM M3K 60870-5-104. 3ToT TMN y3na
NO3BO/IAET NPeACTaBNATb BHEWHME CTOPOHHME WUCTOYHUKM AaHHbIX C npoTokosom M3K 60870-5-104 Kak



oTaenbHble y3nbl Enlogic, a He Kak moaynu BBOAa-BbiBOoAa. [aHHOoe npeactasneHue yaobHo ans
CTPYKTYpHOro BblaeneHns ob6bekToB B SCADA, HacTpoiike n dunbtpaumm cobbitnii no obbekTam.

4) JobasneHa noaaep:kka KoppekTopa JIOTUKA CMI761, npeaHasHayeHHOro A4 M3MepPeHUs MapameTpos
NPUPOAHOIo rasa 1 NOC/eayHoLLEro BblYMCAEHMA pacxoda U obbema rasa. [lopaboTtaHa nogcucrema ACKY3 —
[obasneH HOBbIA BMA 3Hepropecypcos A3, npeaycMoTpeHbl oT4yeTHble ¢opmbl ana GopmuMpoBaHMA
OTYETOB.

5) PasnunyHble Ao0paboTKM B MOAYNN DHEPrOAHaAN3 B YacTU GOPMMPOBAHMA OTYETHOM AOKYMEHTALUN.

6) KymynatmsHoe 06HOB/IEHWE NO pe3ysibTaTaM UCNPABIEHUI N 3aMedaHuA.



